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cLAN User Manual V2.0+ Introduction

Introduction to the cLAN

Purpose of this manual

The purpose of this manual is to provide the instructions to quickly and easily install and operate the
cLAN equipment (with firmware V2.0+)

The installation of the cLAN also implies the installation of middleware and eventually any other
application depending on the intended use for the system.

The cLAN can be used combined with the GRD

Telemetry and control solutions with cLAN

The cLAN has multiple uses. These are the most common uses that will guide you to read this manual.

o Ethernet RTU/Datalogger to Database (WEB server)
Physical inputs/outputs
Modbus inputs/outputs (embedded Modbus master)
Serial port data (using script programming)
Local input/output control (using script programming)
Database to store the registers sent by the cLAN
RTU/Controller accessible by Modbus TCP and RTU/ASCII

o Physical inputs/outputs

o Serial port data (using script programming)

o Modbus protocol to read input/outputs remotely
RTU/Controller with SNMP agent (V1)

o Physical inputs/outputs

o Modbus inputs/outputs (embedded Modbus master)
Remote Access to serial port

o Remote serial port with Redirector (Virtual COM port)

o Remote serial port in Modbus mode
Programmable protocol converter

o Serial port data (using script programming)

o Direct connection to SCADA using its Modbus TCP/RTU slave

Ethernet RTU/Datalogger to Database (WEB server)

There are hundreds of types of sensors that can be contacted directly to the cLAN inputs to measure
different types of variables. Depending on the cLAN model, sensors could be used to deliver signals in 0-
10V, 4-20mA or pulses, or simply connect different devices to their inputs/outputs. The GRD can also be
configured as Modbus master and queries can be made to different slaves to expand its inputs/outputs.

[ ] [ ] [ ]
0O O O o0 o

The cLAN works as a datalogger, creating records with timestamp with the value of the built-in or external
I/Os and sending them to the Middleware (MW)

The MW will forward all the incomming records to an external database (MySQL or MS SQL)

You can also create a WEB site to show the value. Or you can use Exemys Telemetry service to connect
your cLAN to our MW and web site (www.exemys.com/m2mserver)

The cLAN can also be used to do a local control over its inputs/outputs using the script programming
feature.

Note: The WEB server and the database engine are not provided by Exemys. You can use Apache
HTTP Server and MySQL. Both of them are free tools.
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For this type of solution the following procedure must be followed:

e Install the cLAN.
o Install the configuration software (“GRD Config”), this application will allow us to configure all cLAN
parameters locally or remotely.
o If you won't connect the cLAN to the Exemys Telemetry Server, install and configure the MW on a
computer that will work as a server.
e Have a running database engine and configure appropriately in the MW.
e Establish a connection between the cLAN and the MW.
e Configure the inputs/outputs in the cLAN according to their utilization:
o Physical inputs/outputs
o External Modbus inputs/outputs.
s Configure the cLAN serial port.
s Configure the “Embedded Modbus master" and the queries we want it to make.
Configure the channels and enable the desired reports and historical records

RTU/Controller with SNMP agent (V1)

The cLAN can work as a SNMP agent. This allows the user to get the valor of the digital an analog
channel froma SMNP manager.

It can send SNMP traps also. They can be triggered by a change on a digital input or if an analog input
goes over a high/low value.

For this type of solution the following procedure must be followed:

e Install the cLAN.
e Install the configuration software (“GRD Config”) V9.0+, this application will allow us to configure all
cLAN parameters locally or remotely.
e Configure the inputs/outputs in the cLAN according to their utilization:
o Physical inputs/outputs
o External Modbus inputs/outputs.
s Configure the cLAN serial port.
s Configure the “Embedded Modbus master" and the queries we want it to make.
o Enable traps in case your SNMP manager can handle them
o Configure the channels and enable the desired reports and historical records

Remote serial port

This solution allows you to remotely access the cLAN's serial port as if it were physically connected to
the serial port of our computer.
You can think of it as an alternative to the telephone modems but with several advantages.
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There are two way to do it:

e Redirector of serial port
e Modbus for serial ports

Remote serial port - Redirector (Virtual COM port)

To access the remote serial port you must install the “Redirector of serial port” software. This software
creates a virtual serial port that lets you use an existing software and connect to the remote equipment as
if it were connected in a physical serial port of the computer.

Middleware is here only a link between the Redirector of serial port and the cLAN serial port.

Server:
-Middleware

...... ’ i
i, T
P | [
Network : T
i R5232 I R5485
— data
T
\ "\ User: F=2
— -Existing software ==

st ~Serial port redirector

For this type of solution the procedure below must be followed:

¢ |nstall the cLAN

e Install the configuration software (“GRD Config”), this application will allow us to configure all GRD
parameters locally or remotely

¢ [f you won't connect the cLAN to the Exemys Telemetry Server, install and configure the MW on a

computer that will work as a server.

Install and configure the “Redirector”.

Establish a connection between the cLAN and the MW.

Configure the serial port of the cLAN in remote mode

If you are using you own MW, configure the operational mode of the serial port in the MW as

TRANSPARENT.

Remote Access to serial port — Modbus mode

If the protocol used by the serial port of the remote equipment is Modbus, the MW can be configured in a
special mode that will allow the optimization of the queries.

The Middleware has the capability of sending the Modbus query received to a particular cLAN
depending on the ID of the Modbus slave of the received query.

This simplifies the communication between the user software and the Modbus slaves since they work as
if the were connected to a unique Modbus network.

The master can establish the link using Modbus TCP, Modbus RTU or Modbus ASCII over TCP.
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Introduction
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For this type of solution the procedure below must be followed:

e [nstall the cLAN

o Install the configuration software (“GRD Config”), this application will allow us to configure all cLAN
parameters locally or remotely.

¢ Install and configure the Middleware in the PC working as a server, cLANs will be connected to this
program and information will be sent to them.

e Establish a connection between the cLAB and the MW.

e Configure the serial port of the cLAN in remote mode

e Configure the operational mode of the serial port in the MW as Modbus and add the corresponding

slaves.

e [f you are using you own MW, configure the operational mode of the serial port in the MW as

TRANSPARENT.

Programmable protocol converter

Using script programming is possible to use the cLAN as a protocol converter. It can be programmes to
parse new protocols over it's serial port. The acquired data can be read using Modbus RTU/ASCII on
the other serial port, por Modbus T CP on its Ethernet interface. Some typicall aplications are using the
cLAN to get Modbus data from scales, water quality analyzers, oil quality analyzers, card readers,

weather stations, etc.

2020-07-20
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cLAN Models — Installation

Selection table

Power
Model Serial MODBUS | Digital | Digital | Analog | Pulse Script supply
Master |Inputs |Outputs | Inputs | count jprogramming
cLAN1205- | 1xRS232- Sl - - - - Sl External 10
XF RS485/RS422 to 30Vce
ISO
cLAN1520- 2x Sl - - - - Sl External 10
XF RS232/RS485 to 30Vcc
cLAN2205- | 1xRS232 - Sl 10(1) | 10(1) - 10(1) Sl External 10
XF RS485/RS422 to 30Vce
ISO
cLAN3404- | 1xRS232 Si - - 8(3) - Sl External 10
XF to 30Vce
cLAN3524- 2x Sl 16(2) 8 8 8(2) Sl External 10
XF RS232/RS485 to 30Vcc

(1) The device has 10 terminals that can be configure as digital inputs or outputs. All inputs can be used
as pulse counters.

(2) Some digital inputs can be use as pulse inputs
(3) Differential inputs

Read the "cLan Model" section to get serial ports, inputs/outputs and power wiring.

Wiring — Ethernet Port

The cLAN's Ethernet port is a regular 10/100 Mbps port (10BASE-T / 100BASE-T X)

cLAN1205-XF / cLAN2205-XF
cLAN1520-XF / cLAN3524-XF

Q Power

== eXemys | cLAN

SR uude 280w

Ethernet Telemetry Controller

cLAN-3404-XF

= exemys
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LED Indicators

The cLAN has 3 LEDs indicators.

PWR: Power applied to the GRD
Network (yellow) : State of Ethernet port and IP configuration

LINK (green) : State of the connection between the cLAN and the Middleware

cLAN1205-XF / cLAN2205-XF

cLAN1520-XF / cLAN3524-XF q‘
< Q@ Fpwer
8l
VD A A
i [ ] S
Ethernet Telemetry Controller
12 & 9 1
cLAN-3404-XF

b,
= exemys

We find below the detail of the indication of each LED independently and in combination.

Green Yellow Description
Alternate blinking with the Yellow LED Alternate blinking with the Yellow Green Time to access the Serial port Console
Off Fast blinking Ethernet cable disconnected

90% ON, 10% OFF

Acquiring IP address using DHCP

10% ON, 90% OFF

IP address and Ethernet port are OK

Titila muy rapido

Connecting to the MW

Encendido

Connected to the MW

Encendido

Encendido

Deleting the registers memory

2020-07-20
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cLAN configuration software — GRDconfig

GRDconfig is the application program used to configure the cLAN equipment.

This application was developed with an easy-to-use feature in mind to configure and monitor the cLAN
and the GRD devices.

The Configurator is supported on the following platforms: Windows 2003, XP, Vista, 2008, 7, 8 and 10
(32 and 64 bits).

Java Runtime Environment 1.8 or higher must be installed (available free in www.java.com).

Installation

For installation follow these steps:

e Place the CD that comes with the equipment and select the installation of the Configurator.

¢ Awelcome screen will be displayed, then follow the instructions of the Installation program which will
request the necessary information to complete the installation. Click on “Next” to continue.

e Destination folder: Select the folder for the installation of the application program.

o Wait for the installation program to copy all necessary files onto the hard disk, and press “Finish” to
end the installation process.

Once installed you will see in the Programs menu a folder called Exemys. Inside the folder you will find

another folder called GRDconfig; this folder contains the GRDconfig and Uninstall icons and the Script
Programmer folder.

General description of the Configurator

The following figure shows the main screen of the Configurator.

& GRD Config - V7.1 K B | = | E S
File Software Configuration Communication Tools Help
‘D EE -1 ~ ZONNECTION CLOSED

Monitor Send Configura... |+ Get Configurati...

@ Description
ar Model:
= LS Extra Features:
T
i; MW Serial Number:
a r— Firmware Version:
‘@ Serial Port
k - TR — Hardware Version:
. W)  Modbus
| IMEI/MAC:
C W T
s Inpuls/Ouipuls
B ]
= : M’S - ) ..-
| —
g
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Configuration cLAN's network parameters

The cLAN can be configured locally through its Ethernet port. Before connecting the GRDconfig with the
cLAN you must configure its network paramaters (IP address, Net mask, Gateway, etc)

Press the triangle on the right of the "Connect" button and select "Open Ethernet Connection"
(< GRD Config - v7.1 = =)

File Software Configuration Communication Tools Help

FI=L

- CONNECTION CLOSED

Open USB Connection

| Open Ethernet Connection J .
pen Remote Connection ": Monitor Send Configura... |¥ Get Configurati...

If there are cLAN devices connecter to your local network they will be listed, showing their IP address. If
the device doesn't have an IP address yet it will show (0.0.0.0)

Ethernet Connection u

Select a device:

cLAN-3524 (192.168.0.223)

E |

If you press the "config" button you will be able to see/edit the device network configuration

( Device Properties v @Ju1

-General Parameters

Device (cLAN-3524
MAC 00-90-C2-F0-60-D0 |

Firmware Version .'1.0

- Network Parameters

Host Name cLAN-3524

DHCP [Yes -

IP 192.168.0.223 |

MNetmask _- 255.255.255.0 ._

Gateway 192.168.0.200

DNS1 192.168.0.50 | f
DNS2 1192.168.0.200 |

l |

If you enable DCHP and there's a DHCP server on your network, these parameters will be assigned
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automatically.

If you configure the parameters manually, have in mind that the Gateway is only necessary if the MW if in
the different network that the cLAN. DNS1 and DNS2 are only used if the MW's is located using a URL
instead of an IP address.

If you are not using the Gateway or the DNS you can set them at 0.0.0.0

When changing these values the GRDconfig will ask you for a password. This password is the same the
cLAN uses to connect to the MW. Factory default is a blank password.

Establishing a local connection with the cLAN

To establish a local connection with the cLAN (LAN/Ethernet), your computer and the cLAN mus be
connected to the same network.

As described in the previous paragraph, search the cLAN pressing the Connect button (after choosing
"Open Ethernet Connection™) and then double click on the cLAN you wan to configure.

The GRDconfig will prompt a password. This password is the same the cLAN uses to connect to the
MW. Factory default is a blank password.

Ethernet Connection &J

lect a devi -y *
i i Password @Jw

cLAN-3524 (192.168.0.223)

If the Configurator finds an unknown model it will not enable
any of the screens. Download the latest GRDconfig release
& from here:

http://www.exemys.com/GRDconfig

Getting cLAN configuration

To obtain the parameters of the equipment you will have to press the “Get Configuration” button and all
the cLAN parameters will be displayed on the first screen, the model, Serial Number, MAC address, etc.
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(< GRD Config - V7.1 K B e [ ) |

File Software Configuration Communication Tools Help

‘D EE HM-kd @ Ethernet Connection Opened (192.168.0.234)

Monitor Send Configura... |+ | Get Configurati...

Description of the GRD
@ Description

Fes Model: cLAN-3524-XF
G5M S GPRS
= L Extra Features:
j i
a MW Serial Number: 2858
: — Firmware Version: 1.0-Beta-2
‘@ Serial Port
\ -_ \TER 1 Hardware Version: V3.1
o]
o el IMEL/ MAC: 00:90:C2:F0:60:00
4 " S w T

g Inputs/Outputs

2¢ Channels

] sMs

If the Configurator finds an unknown model it will not enable
any of the screens. Download the latest GRDconfig release
& from here:

http://www.exemys.com/GRDconfig

Sending the configuration to the cLAN

If you want to send to the cLAN any change in the configuration press the “Send Configuration” button.
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(< GRD Config - V7.1 K B e [ ) |

File Software Configuration Communication Tools Help

‘D EE HM-E4d @ Ethernet Connection Opened (192.168.0.224)

Monitor Send Configura... Get Configurati...

Description of the GRD

@ Description
T Model: cLAN-3524-XF
G5MGPRE
&« / Extra Features:
a MW Serial Number: 2858
: : Firmware Version: 1.0-Beta-2
‘@ Serial Port
-_— \TER - Hardware Version: V3.1

For]
el IMEL/ MAC: 00:90:C2:F0:60:00

3

t Inputs/Outputs

2¢ Channels

] sMs

|

Monitoring

To access the monitoring area where all the GRD parameters can be seen, you should press the
“Monitor” button.

(< GRD Config - V7.1 =Y S

File Software Configuration Communication Tools Help

‘D EE HM-kd @ Ethernet Connection Opened (192.168.0.224)

Monitor Send Configura... |~@ Get Configurati...

Description of the GRD

@ Description
T Model: cLAN-3524-XF
»9;: AR Extra Features:
a MW Serial Number: 2858
: . Firmware Version: 1.0-Beta-2
'@ Serial Port

-_— \TER Hardware Version: V3.1
[  Modbus
e -

t Inputs/Outputs

k

IMEI/MAC: 00:90:C2:F0:60:D0

2¢ Channels

o

|

L vy
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Once we enter monitoring the following screen will be displayed, in which we will be able to see the
values of the input/output channels, the time, quantity of accumulated Historicals, the SIM in use and the
states of connection of the equipment.

& Monitor = || = g

SIMin use: 0 Delete records o seate:
. 2
Signal: = dBm GPRS State: -
Records/SMS: 0 Delete B

Link State: CONMNECTED

Date/Time:  |06/08/2015-16:54:44 [ sync |..]

-
Digital Inputs Digital Outputs Analog Inputs Pulse Inputs
Channel  Source Value Channel  Source Value Channel  Source Value Channel  Source Value
w I AN1 AL 0.00V PI1 | Vara | O
AN2 MB-AI1 65535
AN3 Var a a

" 4

Remote configuration and Monitoring

The configurator together with the MW have the capability to remotely access the configuration and
monitoring of the cLAN, which means that they do not have to be connected locally to the PC. You must
point out that the connection parameters of the MW cannot be modified this way.

Configuration of parameters for remote access.

We must load in the configurator the MW parameters to which we want to connect in order to have
remote access to the connected cLAN, we have to enter in “Software Configuration -> MW Connection”

S GRD Config

Wl Communication  Tools

We then have to configure the URL/IP, Port, User and Password
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MW Connection

URLITP:  |192.166.0.51 . |

L ot st
Password: - .-

The IP to be loaded is the one the MW is running on, and the port is the one configured to have access
to it.

We will now see how to configure these parameters in the MW, entering in Configuration -> Advanced”
and then in the subsection “Remote Configuration”.

Advanced Options E|

[ oe |l

rPorts

WA Acdministration: |
Ii

Internal Databas e

~Remote confiy

Fort: |
Uzer I
Pazsword |

Exit

Remote connection

To connect remotely to a cLAN we have to enter in “Communication -> Open Remote Connection” or
clicking on the 2 icon, then a window will be displayed with a list of the GRDs. Those available appear
in black and those in grey are not connected to the MW at that moment.
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% GRD Config Bi=]ES

File Software Configuration  Communication  Tools  Help
|[] B E NO CONNECTION
-
R s . Maonitor Send Configuration - Get Configuration
Bl eg] Remote Connection |£|
@ Description Select a device: £
T Model
T PTUOOCCOTT F -
= GSM/GPRS Serial 301 (FR1Y __
302 (FRZ)
MW Frmwl  [FosFR)
5001
i | Hardw =
'@ Serial Port 2003
THEEE VW IMEI: 3004 L
[#] Modbus H0e bt
u AR
"l"

q?: Input / Ouputs

2¢ Channels

Saving configurations

“GRDconfig” allows us to save the cLAN configuration so if we have to configure many equipments the
same way, we won't have to load again the parameters one by one, the only thing to take into account is
that the ID number will have to be changed and avoiding to have a duplicate.

To create and save a configuration we don’t need to have a GRD connected, only clicking in “File ->
New” or on the Licon a list of the models will be displayed from which we make the selection.
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cLAN Configurator

& GRD Config

-

D= ]=] x

File Software Configuration Communication Tools Help

o= H- =

] sMs

|

New

GRD-1300-XF
GRD-1301
Descrid |GRD-3301-xF
S GRD-3305-XF
DesEription GRD-3406-XF-BP
Model:| |
— H |ero-3534-%F
GSM/GERS Extra Fi|ERD-1101-XF
ERD-2401-XF
=
Fi L
‘@ Serial Port
\ - VTER — Hardwi
o]
~ [#]  Modbus ™MEL/ M)
I~ - o ——— | Next> || Cancel
t Inputs/Outputs ;
2¢ Channels

her}

Ethernet Connection Opened (192.168.0.223)

Send Configura... |~@ Get Configurati...

.

We then configure the parameters with “File -> Save As” or with the =l icon to load them later when the

GRD is connected.

Once the configuration is saved, we can open it and load to multiple GRDs entering “File -> Open” or

with the £ icon.

~ GRD Config
File  Software Configuration  Communicabion Tooks  Help

i 1230

) descangas

) G5plk Portsble
) martin

) Mimisica

3] ¥ imagenes
) s videos
Do

0 Snaglt Catalog

) 5L Server Managemen: Studo Express
) ¥isual Shudeo 2005

= 1234.9rd

= erd-wremate.grd
= metpak.ord

= metpakz.grd

Hombre ds acchiva:  todol00.ord

Archivos da tipo: | rd

L
—
g

:

2017-06-07
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& For GRD-3G and cLAN V2+ only

Serial Port Modes

"Remote" access using Redirector (Virtual COM port / Transparent)
"Remote" access in Modbus mode

Embedded "Modbus Master" (for I/O extension)

Embedded "Modbus Slave" (to read I/Os from an external Modbus master)
Data parsing from "Scripts"

Connection to external "Satellite" modem

Serial Port Configuration
< RD Config [= [ E e |

File Software Configuration Communication Tools Help

GEE H-6 @ Ethernet Connection Opened (192.168.0.213)

I d _ Send Configuration = Get Configuration

Serial Port Configuration
@ Description
Fs 4 COM A Configuration
GSM, GPRS —
Mode: Rem i Data output from MW transparent port
i‘ﬂ W Baud Rate: 9600 - |
— Data Bits: E =
‘@ Serial Port ) 2 E
Parity: None
- 5 :
\ [#] Modbus Flow Control: :Dﬂ’ -
e T StOD Bits: :1 =
-,-3‘; Inputs/Outputs
B
24 Channels End Character: |13 [~ Enabled
o —
@ svs Time Window: 100 ms Enabled
L A

In GRD with two serial ports you will be able to configure them individually. Notice that the two serial
ports cannot be configured on the same mode.

Mode: Depending on how you are planning to use the GRD/cLAN you will choose on of these modes

e Remote: To access the GRD's serial port remotely in Modbus or Transparent Mode

e Modbus Master: To use the Embedded Modbus master to expand the I/Os

e Script: To parse incomming data or send data from the script (only on devices with script
programming support)

e Modbus Slave: To use the Embedded Modbus slave to read/write the device channels (Physical,
Modbus or script)

e Satellite: To connect an external satellite modem

Data output from MW transparent port : It allows you to configure which serial port can be reached
remotely from the MW. Configuring a serial port will force this option to on.
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Baud Rate: Serial Port speed (1200, 2400, 4800, 9600, 19200, 38400, 57600, 115200)
Data bits: Can be 7 or 8 bits
Parity: Error checking (none, even, odd)

Flow control: Allows automatic control of communication traffic according to the network availability. It is
generally used for massive data transfer to avoid loss of information.

Stop bits: Allows to define the number of stop bits.
Time window and End character

In the "Remote" serial port mode, the device will attempt to group several data before sending the packet
through the network; this makes a better use of the bandwidth and reduces communication costs. The
implemented criteria for the packet end are the following:

o Time window (0...1000ms): once data are received, the device will wait in silence during this period
before sending the packet through the network. These criteria incorporate a delay in the
transmission of the communication, so care must be taken depending on the serial communication
protocol being used.

e End character (0...255): It is the end character of a serial stream before sending the data.

If the end character criteria is enabled and the time window is
disabled, the device will store the received data for an

< indefinite time until the configured character is received or the
1000 characters are accumulated.

If both criteria are used, whichever is the earliest will cause data to be sent.

2017-06-16
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Physical Inputs/Outputs

Depending on the model, the GRD/cLAN can have or not physical inputs/outputs.

We will now see the types of inputs/outputs that we can have and which parameters we can configure of
each one.

It is important to point out that this configuration is applicable only to physical inputs and not to inputs
from the Modbus queries.

For the configuration of the parameters you will have to enter the “Inputs / Outputs” menu and then
select the type of input / output which are:

o Digital inputs

e Digital outputs
e Analog inputs

Digital inputs

S GRD Config

File Software Configuration Communication  Tools  Help

|[:| = | m E E Local Connection Opened {COM 7)

Xe

Monitar Send Configuration - Get Configuration

Inputs / Outpus configuration
@ Description

FiJ
GSM/LERS Digital Digital m&, -
=T Inputs Outputs Inputs
MY
.

B Serial Port

T .
\ 4 Modbus
e R =
% Input / Ouputs
U O

24 Channels

When we enter the configuration of a digital input we will see that we can configure 2 parameters one is
the anti-rebound to avoid noise and the counting splitter in case of use as pulse input.
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S GRD Config

File Software Configuration  Communication  Tools  Help

FI=L I I 1=

e

Description

i)

GSM/GPRS

.ﬁ

Fy 4 Digital Inputs

Manitar

Inputs / Outpus configuration

Local Connection Opened (COM 7)

Send Configuration

-

Gek Configuration

mr
L1

Mame

pn1 |

Anti-debpuncsl

50

Counter Disicor

DI2

a0

DI3

50

[y Y [

@
'@ Serial Port

DI4

50

T T
\ g Modbus
- o

ﬁ;. Input / Ouputs
B

2¢  Channels

|3

Back.

The value of the anti-debounce can be configured between 1 and 250 ms. On devices with more than 8

digital inputs, inputs higher than 8 will have an anti-debounce time fixed at 250 ms.

The counting divisor can take a value between 1 and 1000.

On the cLAN2205-XF, GRD3621-XF-3G and GRD3625-XF-3G you must configure wether a |O terminal

will work as an input or as an output

Take special care not to apply direct voltage to a terminal configured as an output and in ON state.
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-

< GRD Config

FE )

File Software Configuration Communication Tools Help

GoE -0 W

Description
F
GSM/GPRS

WiV

=

Serial Port
T

Wodbus

EI@J

N

z Inputs/Outputs

2¢ Channels

. 7] SMS

CONNECTION CLOSED
Manitor Send Configuration - Get Configuration
Inputs / Outputs configuration
Digital Inputs
Mame Direction Anti-debounce[ms] Countb
DI1 50 -
DI2 50
DIZ 50
DI4 50
DIS 50
DI& 50
] i | r
Back ]

L

p
< GRD Config

File Software Configuration Communication Tools Help

GoE -0 W

E’ Description
F
GSM/GPRS

YW

=

Serial Port
T

vodbus

EI@I

N

Z Inputs/Outputs

2¢  Channels

. [] SMS

CONMNECTION CLOSED
Manitor Send Configuration - Get Configuration
Inputs / Outputs configuration
Digital Outputs
Mame
Back

Analog inputs
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In the configuration of analog inputs we can select the operational mode depending on the GRD/cLAN
model, this refers to whether we are going to measure voltage or current and its resolution.

= GRD Config

File Software Configuration  Communication  Tools  Help

| [l | . . B Local Connection Opened (COM T)

Send Configuration H Get Configuration

Inputs / Outpus configuration

5+ Description
¥

G3M/LERS _A eigd Digital
mT Inputs Outputs

M

Analog
Inputs

=

'@ Serial Port

1 Input / Ouputs

20 Channels

The analog inputs can be configured as follows:
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*= GRD Config:

File Software Configuration  Communication  Tools  Help

| D E R . . E'l Local Connection Opened (COM 7)

(0

IMonitor Send Configuration - et Configuration
Inputs / Outpus configuration
[5+ Description
= T Analog Inputs
GSM/GPRS
Mame Input Type
— W A
e} Al 0.00-10.00% == s+ o ~
AlZ 0.00-10.00Y . i
@ SerialPort Edit Analog Input X
- T =
[u] Mo . rFeatur
. L .
- A2 . ]
% Input / Duputs Selected Input: 1:
U Input Type:
26 Channels 0.00-10,00y
0.000-10.000% v
.00-20.00m4
4.000-20.000mA
0,000-1,000% "
0.0000-1.0000%

FPT100 —

Q To use Al1 in PT100 mode you must also set internal jumpers
on the GRD-3301-XF and the GRD-3621-XF-3G

e Voltage:

0 to 1V with 3 decimal digits
0 to 1V with 4 decimal digits
0 to 10V with 2 decimal digits
0 to 10V with 3 decimal digits

o

O O O

e Current:
e 4 to 20mA with 2 decimal digits
e 4 to 20mA with 3 decimal digits

e Temperature (PT100, GRD-3621-XF-3G only):
o -199 to 849 °C with decimal digit

2019-11-28
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Power supply and inputs / outputs

Below you will find the minimum and maximum admissible values of digital inputs and outputs as well as

analog voltage and current inputs, and also cLAN consumption and power supply.

Power suppl

cLAN-1520-XF / cLAN-3524-XF

Parameter Condition |Minimum| Maximum Units
Input voltage 10 30 Vdc
Average @ 24 Vdc 100 mA
consumption

@ 12 Vdc 190
cLAN-1205-XF / cLAN-2205-XF

Parameter Condition |Minimum| Maximum Units
Input voltage 10 30 Vdc
Average @ 24 Vdc 50 mA
consumption

@ 12 Vdc 80
cLAN-3404-XF

Parameter Condition |Minimum| Maximum Units
Input voltage 10 30 Vdc
Average @ 24 Vdc 90 mA
consumption

@ 12 Vdc 170

Digital inputs

To activate the digital inputs a continuous voltage must be applied externally. This source of power has to
share the GND terminal with the power supply of the equipment. If necessary the same power supply
that feeds the cLAN can be used. The input is of a Sinking type. It accepts sensor or PNP Sourcing type

devices.

cLAN-3524-XF

Parameter

Minimum

Maximum

Units
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Features of power supply and inputs/outputs

Activated input 3.5 25 Vdc
Input impedance 2 KQ
Count frequency 0 1 Khz

cLAN-2205-XF

Parameter Minimum|{Maximum| Units
Activated input 7 50 Vdc
Input impedance 280 KQ
Count frequency 45 Hz

We now show two examples of how to connect an input, directly from the same source feeding the

equipment and from an external source where we can clearly see that they must share the common

Y

Dy
Contact

351028 Wde

A0 to 30 Wde

Terminal.
= | Digital Input 2 Digital Input
o | o
= =
1 0
2 Ory /)
z ¢ Cortact =
(] 3
}Z Tj’
L] +¥in U |+ in
-!: ] | |
i) 1)
| A __liote28vde l i
E o 2 (1
5 ~| |GHD 5 L] |GHD T
! S g Lo
5 5

Digital outputs

Digital outputs are of the open collector type. The load to be connected must be fed with an external
power supply and they have to share the GND Terminal with the equipment power supply. If necessary,

the same power supply used to feed the equipment can be used.

The output type is NPN Sourcing type (Open collector).

cLAN-3524-XF

Parameter Maximum| Units
Withstand voltage 45 Vdc
Current 50 mA
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cLAN-2205-XF

Parameter Maximum| Units

Withstand voltage 50 Vdc

Current 200 mA

Salida Digital ~. | Digital Output o
e gne S *—

i
v 3
o 5
a D
7 i
= Load )
o S
7 )
T 3 to 45 vde
] A T
o [ =
J:. AYiIn :T- +¥in
all all
b i
{ . 0w30vde | ;_; DG S0V d e
> o 2 0
g o 5 0
3 !| \GHD 3 | |GHD
3 (= a T
H 5

Digital outputs to actuate a Relay

When the digital output is used to actuate a relay coil a protection diode must be added to the connection
to avoid damage to the output of the equipment. This must be connected in reverse, that is the anode to
the output terminal of the equipment and the cathode to the positive terminal feeding the relay. The relay
must be fed using an external power supply, sharing the GND terminal with the power supply of the
equipment, or if necessary the same power supply feeding the cLAN can be used.

The following graph shows how to connect a relay to a digital output of the equipment.

Ly i Diigital outpart
.i.
L T
| o ‘gRefay
e | T
i
| 0
:!' +fin :J-I ¥H
= 0
|
- i |
!: |30 2 30 vae e 10a30Vde _ | 3=48vds
| -
|

i T 7T

SR e

]
s
HIMIUNY -

Analog Inputs

cLAN-3424-XF Analog inputs refer to the GND Terminal of the equipment, consequently, the power
supply used to feed the sensor must share the GND terminal with the equipment.

cLAN-3524-XF - Voltage inputs (0-10V / 0-1V)

Parameter Value Units
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Features of power supply and inputs/outputs

Full scale 10/1 Vdc
Resolution 1/0.1 mV
Input impedance 1.4 KQ

The following two examples show how to connect and analog voltage input for a single power
supply or for independent power supplies.

SIMUNY s

Analog Input

=Tl

ST A S =TT )

O- 10wde

+in

A0 - 20Wde

T

(SIS TS

HIRAYNY sl

Analog Input
|

+¥in

10 - 30wde

G-
0-10%de

(I S e o A o A N )

IGNIZI_T

cLAN-3524-XF - Current inputs (4-20mA)

Parameter Value Units
Full scale 20 mA
Resolution 10/1 uA
Shunt resistance 100 Q

The following two examples show the connection of a 4 — 20 mA sensor sharing the power supply with

the equipment for passive sensors or for active sensors with independent power supply.

HTMAUNY s

Analog Input

= e )

lc:

+in

A0 - 30 Ydo

GHD T

(S e R A0

0. 20 mé

Analog Input

+

ST

+¥in

Wle,

o]

ol N el AT

£ \GHD

SHHIUNY alle
RN

cLAN-3404-XF - Voltage inputs (0-10V / 0-1V)

10 - 30%deo
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Parameter Value Units
Full scale 10/1 Vdc
Resolution 1/01 mvV
Input impedance >600 KQ

Analog inputs are diferential (two terminals per input)

Sensors with voltage output (0-10V) can be connected to the device as shown in the following

figure.

0-10Vdc

Humidity GND

=
k2
=
=]
=
e
=
E

Level
Pressure

Flow

SENSORS

With voltage output 0-10Vde

..... ¥ ¥ v
SokZES
Temperature o Voltage output 0-10Vgc 5 é 5 @
2800886

FRONT VIEW

cLAN-3524-XF - Current inputs (4-20mA)

Parameter Value Units
Full scale 20 mA
Resolution 10/1 uA
Shunt resistance 62 Q

Analog inputs are diferential (two terminals per input)

In this case, sensors with current loop output (4-20mA) can be connected to the device as

shown in the following figure.
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With current scutput 4-20mA

4-20mA RME2
AlZ AIZ A3 AM
¥ v ¥ ¥
Hurnidity . GND é @ 5 @
Temperature - - -
VISEURN)
e
Pressure i e et P
= /Iﬁil/
SENSORS s

FRONT VIEW

“+—ClaC4
+—Viav4

“—HNal4

* Important

An gxtemal bridge
FOLEEL B s

between Ik and v of
e same channel

2020-08-10
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& For GRD-3G and cLAN V2+ only

Embedded Modbus master (Input/Output extension)

Depending on the GRD/cLAN model, it can have an internal Modbus master, which will allow you to
increase the number of inputs/outputs of the device. We will now see the configuration and utilization.

This master will let you load a maximum of 100 Modbus queries to which will be able to configure certain
parameters. Each one of the queries can be mapped as an input/output channel, and be able to configure
the generation of Historicals and reports.

In “GRD Config” you will find a tab called “Modbus” where you can configure the general characteristics
of the Modbus master and Queries.

To use the Modbus master set the serial port in "Modbus Master" mode

Configuration of the Modbus master

Configure one serial port in "Modbus Master" mode

L

-

& GRD Config

[ETSEES[E=NER™>)

File Software Configuration Communication Tools Help

GoE -0 W

Xe

Manitor Send Configuration

CONNECTION CLOSED

- Get Configuration

Serial Port Configuration
@ Description

xr COM A Configuration
# GSM/GPRS ( iy e o )
= I _—

Baud Rate: 9600 -
Data Bits: 8 -
Parity: jnone -
\-: - [&]  Modbus Flow Contral: :Dﬁ’ s
" - Stop Bits: [ =
l'gfé Inputs/ Outputs
B
x Channels End Character: 13 [ Enabled

l [ SMS Time Window: 100 ms Enabled

[ Cancel |

Inside the “Modbus” tab enter the “General Configuration” menu, where you can configure the Modbus
master.
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S GRD Config

Communication

File:

Software Configuration

Tools  Help

HeE HEG

e

E’ Description
e
= GSK,/GPRS
T
Ly
o
'@ Serial Port
T
\ [  Modbus
k LN —
15 Input / Ouputs
-
2¢ Channels

Gek Configuration

Monikor Send Configuration -

Modbus configuration

| General
@._: Configuration

Modbus
Queries

File Software Configuration  Communication  Tools  Help

LT

& E

Description
Fs
G5M/GPRS

Serial Port
T
[E€]  Modbus
LN —
15 Input / Ouputs

y

20 Channels

Send Configuration H Get Configuration
B — — I

Modbus configuration

General configuration

Transmission mode: |RTU 4

Time between polls; ms

Response timeouk: 300 ms

Retry:

[ Cancel J

Transmission mode

It refers to the Modbus protocol to be used, being RTU or ASCII.
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Time between polls

This is the time the equipment will wait before sending a query after having received the response to
another query.

Timeout
This is the time the GRD/cLAN waits for the arrival of a response from the slave.

Retry

The retries are the number of times that the master will send the query if we don’t have a valid response,
before considering the value of the query as 0, while the quantity of retries is not met, the master will
maintain the previous value.

Configuration of the Modbus queries

Once the master is configured we can add the desired queries entering the “Modbus Queries” menu and
inside “Modbus”.

S GRD Config

File Software Configuration Communication  Tools  Help

HrE EEG

e

Monitar Send Configuration - Get Configuration

Modbus configuration
@ Description

-

GSM/GPRS — % ' General } Modbus

o =[ ¥ Configuration Queries
—r" ra

VY

= :

'@ Serial Port
T TEEE

\ M Modbus 0 g s -
AR e

| s Input S Ouputs
EEL. U w T

20 Channels

Inside the “Modbus Queries” a list will show us all the added queries and their parameters, which we will
be able to modify. To add a query we click on “Add” or “Del” to erase it.
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(& GRD Config E=EERS=)

File Software Configuration Communication Tools Help
|D EE H-t4 = Ethernet Connection Opened (192.168.0.213)

e

Manitor Send Configuration - Get Configuration

Modbus configuration
'S¢+ Description

= Master Modbus Queries

-r Query # Reference Slave ID Command Address Quantity
MW Q1 MB-Ax1 1 HOLDING REGISTER 1 2
= Q2 MB-Dx32 1 INPUT REGISTER 1 1

v
'@ Serial Port
A 1

R 8
\ [¥] Modbus

- o
?{_ Inputs/Outputs

2¢ Channels
] 11 b

I
. =

L

If we click on “Add” a screen will be displayed in which we will be able to configure all the parameters of
the query

[ MNew Query - N — " u‘
Features i
Reference:  MB-xx3
Slave ID: IIl
Command: [I.NPUT REGISTER. v
Address: II‘
Length: E]
Variable Type: [INTEGER = ] [] Swapped
Multiplier: 1.0 -
Offset: [0 ]

(o ) [[cma

Slave ID

It is the address of the slave we wish to query.
Command

Here we can configure the type of register to be queried:

e INPUT REGISTER
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o INPUT STATUS
e HOLDING REGISTER
e INPUT REGISTER

Address

In this parameter we load the address of the query, the value can be between 1 — 65536.

Length

With this parameter we will be able to define the number of registers we want to query, this length can be
1 or 2 according to the type of query.

If the query is of the “Input Status” of “Coil Status” type, the length will necessarily be 1, that is, no
modification will be allowed.

If the query is of the “Input Register” or “Holding Register” type, the length can be 1 or 2, implying that as
a result of the query we will have 16 or 32 bits respectively.

Variable Type

This parameter is very important since it defines how the GRD/cLAN is going to store data received from
a query. The types of variable that we will select depend on the type of queried register and its length.

The types are:

BIT

BIT WORD

INTEGER

INTEGER SIGNED

INTEGER 32 BIT SIGNED (Address 40001 will get registers 40002:40001)
FLOAT 32 BITS (Address 40001 will get registers 40002:40001)
INTEGER 64 BITS (Address 40001 will get registers 40004:40001)
FLOAT 64 BITS (Address 40001 will get registers 40004:40001)

Swapped

Registers will be ordered in a diferent way in querys with register length greater than one.

INTEGER 32 BIT SIGNED (Address 40001 will get registers 40001:40002)
FLOAT 32 BITS (Address 40001 will get registers 40001:40002)
INTEGER 64 BITS (Address 40001 will get registers 40001:40004)
FLOAT 64 BITS (Address 40001 will get registers 40001:40004)

Offset

The offset can only be selected when we define the type of variable as “BIT WORD” this means that
from a Modbus query that returns 16 bits we can keep the result of 1 bit. The value of this parameter
goes from 0 to 15, being 0 the LSB and 15 the MSB.

Types of queries

We will now see the types of queries we can create and according to its parameters to which channel we
will be able to add them.

Register type |[Length Data type Offset Channel

Input Status 1 |BIT - lor O
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Coil Status 1 BIT - lor O
Holding 1 |BIT WORD 0to15 |lor O
Register
INTEGER - AN or Pl
INTEGER SIGNED - AN or Pl
2 |INTEGER 32BITS - AN or Pl
SIGNED
FLOAT 32 BITS - AN or Pl
4 |INTEGER 64 BITS
FLOAT 64 BITS - AN or Pl
Input Register 1 |BIT WORD Oto15 |lor O
INTEGER - AN or Pl
INTEGER SIGNED - AN or Pl
2 |INTEGER 32BITS - AN or Pl
SIGNED
FLOAT 32 BITS - AN or Pl
4 |INTEGER 64 BITS
FLOAT 64 BITS - AN or Pl

2017-06-12
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Channels

Channels are the media through which information about inputs/outputs of the MW equipment are sent or
received.

These channels can be linked to physical entry points of the equipment like MODBUS queries according
to their compatibility with the channel.

The GRD/cLAN have 4 types of channels::

Digital inputs channels
Digital outputs channels
Analog inputs channels
Pulse inputs channels

The most common option is to link them in the following manner:

Channel InputhutputI

[1..n DI1..n

O1..n DO1..n

AN1..n All..n

Pl1.n DH1..n

Where:

Ix: is a digital input channel.
Dix: is a physical digital input.
Ox: is a digital output channel.
DOx: is a physical digital output.
ANX: is an analog input channel.
AlXx: is a physical analog input.
Plx: is a pulse input channel

Beyond the most common way to link the channels like the previous example, it can be done in a
disordered manner or repeating them. This means that you could create a channel 15 linked with the DI13
input and a channel 16 that is also linked to the DI13 input.

On GRD/cLAN with serial port, /O channels can be linked to Modbus queries if you use the embedded
Modbus master feature. If you do it, the queries will be shown on the "source" combo box (MB-DIx, MB-
DOx, MB-Alx or MB-PIx)

On GRD/cLAN with script programming support you can link script variables to any channel. The
channel will take variable value to send reports and when creating historical records. You can also
change the variable channel remotely if you link it with a digital output channel.

Adding Channels

To add channels in the “Configurator” you must enter the menu “Channels -> Type of desired channel”.
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Channels

S GRD Config

File Software Configuration

Communication

Tools  Help

FI=L I I 1=

e

Description
F iy
GSM/GPRS
T

@MW

Serial Port

3
TEEEE VT
\ i Modbus

t Input / Ouputs

TMonikor Send Configuration - Gek Configuration
Channels configuration
- Digital : Digital = Analog
Inputs Outputs (= Inputs
=2 Channels = Channels —_" Channels

R

= " Pulse
Inputs
= Channels

After selecting the desired channel and among any of the 4 you'll have the option to add or remove, it is
important to point out that within each channel only inputs and outputs compatible with that channel will

appear.

You will now see an example of how to add a digital input channel.

File Software Configuration  Communica

FiI=zZL =

Description
nr
GSM,/GPRS
fu W

e
'@ Serial Port

T UV
| [#]  Modbus

1 Inputs/Outputs

D |
26 Channels
[7] SMs

New Analog Inputs Channels

BK CEEED

Features

New Channel: 5
Al ~ii |~
ME-AT
War
Percentage: Sy
By Time: Enable
Tirvie: mir
rHistarical
By Alarm: I A I
Maimum (%) on - |Disabled
Tlimirurn (49 on-> |Disabled

Hysteresis (W)
By Time:

Current

[] avwerage
[ Mirirruni
[] Maximum

Tirme Lapse: min

COMMECTION CLOSED

Lion

Historical
By Alarm
Enabled
min Disabled s
min Disabled T
mir Disabled
mir Dizabled
b
} |
[ Back ]
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To erase a channel you only have to click on the “Del” button of the channel previously selected.

The signal level can be configured as analog channel source in GRD-2G with firmware 4.0.0 or

@ higher.

T his feature is available in all GRD-3G

2017-08-18
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& For GRD-3G and cLAN V2.0+ only

Reports and Historical records

There are 2 types of information that the GRD/cLAN can send. On one side, we have the reports that
contain the real values of inputs and outputs updated according to the criteria configured in the device.
We can select the values we want to have updated and under which conditions and only when there is a
connection with the MW. On the other hand, and independently, we have the Historicals, which are made
of registers of events and time (logs) that are stored in the GRD and are sent to the MW.If there is no
connection the registers remain in the equipment until they are recovered.

Historicals and reports are configured on the channels.

Reports

We will now see the types of reports and how to configure them. The reports are configured individually
in each channel, to access the report configuration screen go to the Configurator, the “Channels” menu
and here select the type of channel and channel number by double clicking on it. A configuration screen
will be displayed where you have the available configurations for that channel.

It is important to be aware that when the GRD losses connection with the MW and recovers it or is the
first time it is connected, it sends a message with all configured reports.

Digital inputs channels reports:

The following figure shows the configuration screen of the digital inputs reports:

Edit Digital Inputs Channels

T
1z Selected Channel: 1
13
. v w
4 Source: DI 1
-Reports
By Change: Enable
By Time: Enable
Time: | s i
-Histaorical
By Change: M []5Ms

Report by change

If a report by change of a digital input cannel is enabled, a change of value will generate a message that
will be sent to the MW. This way, only the events of interest at the moment they occur, are reported, if
one of the inputs with a disabled report changes value it will not be reported.

Report by time

It defines the time in minutes which determines how often a report message is generated. Let's suppose
that we are interested in updating an input channel every five minutes independently of the changes that
occur, the only thing we need to do is to enable the report by time and configure in 5 minutes, this will
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force the report message that will update the input value in the MW every 5 minutes.

Analog inputs channels reports:

The following screen shows the configuration screen of the analog inputs report. The analog inputs have

2 types of reports, on one side reports by percentage change and the other one temporary report.

-
Edit Analog Inputs Channels

|

AMNZ
AM3
ANG
AMNS

Features
Selected Channek
Source:
Reports
By Change:
Percentage:

By Time:

Time:
Historical
By Alarm:

Maximum (V)
Minimum (V)

A P

:Percemage - |
5 o

[¥] Enable

1 min

[7] Enabled

1 on -> |Disabled

on -> |Disabled

Hysteresis (V)
By Time:

[¥] Current

[~] Average
[] Minimum
[] Maximum

Time Lapse: 10 min

L A

Report by change

The report by change is enabled in the channels we want to be updated in the MW every time that the
signal changes

By Change: ;Percemage v
Percentage: Disabled
Percentage
By Time: Quantitative

The "percentage" report will report if the input changes a percentage from full scale. The full scale value
will depend on the input type.

The "quantitative" report will report if the input changes a configured absolute value. .

Report by time

It defines a time in minutes which determines how often a report message is generated.

Digital outputs channels reports:

In this case we only count on a temporary report, the change report is always enabled, this means that
when a change occurs in one of the outputs, it will be immediately reported. The purpose of having the
change report permanently enabled, is because the report can be used as verification of a remote
activation.
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Edit Digital Outputs Channels

-Features

Selected Channel: 1

Source: Do w1 b
-Reports |

By Change: Enable

By Time: []Enable

Time: I—_I rin

~Historical

By Change: [Imw []35ms

Pulse inputs channels reports:

The pulse channels have 2 types of reports. On one side the reports by performed count and on the
other the temporary report.

Edit Pulse Inputs Channels El

-Features
selected Channel: 1
Source: OI w1 b
rReparts
By Count: [] Enable
By Time: Enable
Time: E min
|_I links izl
By Time: []Enable
Tirne: [ min
Reset Counter:

Report by count

In the counts number report the device sends a message to the MW each time the desired input counts a
number of pulses from the last report of this channel, by counts or by time.

Report by time

It defines time in minutes which determines how often a report message is generated.

Historical records

Historicals allow the device to store the events as changes in inputs or outputs being either on-line or off-
line and then transmit them to the MW for further visualization and analysis. These Historicals will let you
know the value and number, of an input or an output that has been modified and the date and time the
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event took place.

The GRD and the cLAN have the capability of storing up to
() [100000 events in offline mode.

Para acceder a la pantalla de configuracion de histéricos debe ir en el Configurador al menu “Channels”
alli seleccionar el tipo de canal y luego el numero de canal haciendo doble clic sobre él de esta manera
accedera a una pantalla de configuracién donde tendra las configuraciones disponibles para dicho
canal.

Digital input channels historical records

In this case the digital input channels have Historicals by change, this means that a register is generated
for every change of this input. The following figure shows the screen to enable these Historicals.

Edit Digital Inputs Channels

_ Features
1z Selected Channel: 1
iz Source: DI vt =
Reports
By Change: Enable
By Time: Enabls
Time: T min
T T
rHistorical
By Change: MW []5M3

Analog input channels historical records

Just as in digital inputs it is possible to keep a Historical of analog inputs under two clearly defined
criteria.

On one side we have an alarm type register of Historicals that allows monitoring the limits of tensions
with a determined value of hysteresis.

On the other side, we can create a register of Historicals by time, that is, sample the analog inputs and
store its value every specific time, this type of Historical, in turn, is subdivided into 4 since we can store
the real value, the minimum value, the maximum value or the average in the configured time period.

Once stored in the device's memory, it is transmitted whenever possible, but is never lost under any
circumstance.
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Edit Analog Inputs Channels

Features

Selected Channel: 1

Source: [F\I

[x__ ™[ &
Reports
By Change: Enable
Percentage: | 5 | %
By Time: Enable
Tirvie: [Il mir
rHistarical

By Alarm: I A I

Maximumm [4) | on -z
Tlimirnurn (4 | an -
Hysteresis (W)

By Time:

Current

[] awerage
[ Mirirrurni
[] Maximum

Time Lapse: [ 10 ] min

By alarm

This criterion defines an operational band through a maximum and minimum. When the analog input
exceeds the maximum value a Historical is generated by maximum, when the analog input is lower than
the minimum a Historical by minimum is generated and when the analog input passes from a maximum
value or from a minimum value to a normal value between both a Historical by normal value is generated.
In this manner we can follow the evolution of the input when it fluctuates between the specified limits. In
addition to the maximums and minimums a value of hysteresis must be defined to avoid continuous
generation of Historicals when the analog signal oscillates above a threshold value. In the following figure
we can see how the hysteresis mechanism works for the maximum.

HISTORICAL BY .
MAXIMUM VALUE Angogzmnal

\ Maximum Limits
HYSTERESIS { N
\ Maximum Limits - HY STERESIS

HISTORICAL BY
NORMAL VALUE

The same happens for minimum values but in an exactly opposite manner.
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HISTORICAL BY
MNORMAL VALUE

Analog signal \

-, .
- | #

| /

#F Minimum Limits + HYSTERESIS
HY S TERESIS { \

\ - Mlir imiam Limits

HISTORICAL BY
MINIMUM VALUE

It is not possible to configure a value of hysteresis greater than the difference between the maximum and
minimum, and also a maximum smaller than a minimum. We can also associate a digital output channel to
the alarm event by maximum and another one of alarm by minimum, this means that when the analog
input in the maximum range will activate an output and in the minimum another one.

By time
In this case the Historical by time has 4 sub-types. En este caso el histérico por tiempo tiene 4 subtipos.
e Current Historical by time:

This type of Historical makes a unique capture of the value of the analog channel at the moment the
configured time is due and generates the register.

e Maximum Historical by time:

In this case captures are made from the last Historical until the register time is due, when this happens a
Historical is generated with the maximum value measured in this period.

e Minimum Historical by time:
This Historical is similar to the maximum but only registers the minimum value in the time period.
e Average Historical by time:

The concept is the same as in the previous ones but in this case it calculates an average of the value of
the channel in the time period.

The device is prepared to register by cardinal time, this means that if we configure the time in 60 minutes
at 8:38 it will register for the first time at 9:00 hrs, then at 10:00 hrs and so on.

Digital outputs channels historical records

Just as the inputs a Historical by change of the output channels can be made. Take into account that
modifying one of the outputs remotely depends on the availability of the communication with the MW at
that moment

43/108



cLAN User Manual V2.0+

Reports and Historical records

Pulse input channels historical records

Edit Digital Outputs Channels

rFeatures

Selected Channel:

Source: Do b
| rReports
By Change: Enable
By Time: []Enable
Time: |:| rin
~Historical
By Change: [CImw ) []5Ms

The pulse channels can also generate Historicals in a specific time that can be configured the same way
as in the other channels, as it is shown in the following figure. We can also decide if once the Historical is
generated, we want the counter reset to 0 or not.

Delete Historicals

rFeatures

Edit Pulse Inputs Channels El

PIZ Selected Channel: 1
P13
P4 Source: oI v
| rReports
By Count: [] Enable
By Time: Enable
Tirmne: min
- Histarical
By Time: Enable
Time: min
Reset Counter: Yes W

In the need of erasing Historical registers, this can be done by means of the “GRD Config” in the monitor

window with the “Delete” button located next to the indicator of stored Historicals.
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SMinuse: | 1 | SIMState:  |READY
signal: dem GPRS State:r  |CONNECTING
UsedRecords[ 1] ™ Linkstate: |walTING GPRS READY
Date/Time:  [26/05/2011-03:10:49 | [ sync | -
Digital Inputs Digital Outputs _ Analog Inputs Pulse Inputs
Channel = Source Value Cha r lue Channel = Source Value
1§l ME-DIZ6 o ~ ; 0 |- PI1 ME-PI66 o ~
12 ME-DI27 0 1 0 i PI2 ME-PIET 0 i
13 MB-DIZ8 0 € | Historical recards will be deleted. Continue aryway?, .0 PI3 MB-PI6S 0
T4 MB-DI23 o \\/ This may take several minutes 0 PI4 MB-PI63 o
15 ME-DI30 o I PIS ME-PI701 o
16 ME-DI31 0 — [ 5 [ Mo 0 ||| PIe ME-PI71 0 —
17 ME-DI3Z o I PI7 ME-PI72 o
16 ME-DI53 o [i5:3 15 R N0 T ANE TE-Ale I PIB ME-FI73 o
19 MEB-DI34 o 09 ME-DOS o ANT ME-Al64 0.0 PIg ME-PI74 o
110 ME-DI35 o 010 MEB-DO10 o ANID | MB-AIES 0.0 PILO ME-FI7S o
11 ME-DI36 o o11 ME-DO11 0 AN11 | ME-AISL 0.0 PI11 ME-FI91 o
112 ME-DIa7 o 01z ME-DO1Z o AN1Z | MB-Alaz 0.0 PI1Z ME-P192 o
113 ME-DI56 o 013 ME-DO15 0 AN13 | MB-AlG3 0.0 PI13 ME-FI93 0
114 MEB-DI39 o 014 ME-DO14 o AN14 | ME-AlG4 0.0 PIl4 ME-PI94 o
I15 ME-DI40] o 015 ME-DO15 [ AN15 | MB-AISS 0.0 PI1S ME-PI95 o
116 ME-DI+41 o 016 ME-DO1E o AN16 | ME-AlG6 0.0 PI1G ME-PI96 o
117 ME-DI4Z o o017 ME-DO17 o AN17 | MB-AIST 0.0 PI17 ME-P197 o
118 ME-DI43 o 018 ME-DO1G o ANIB | MB-AlSG 0.0 PI1G ME-FI9G o
119 ME-DI44 o 019 ME-DO1D o AN19 | ME-AI&9 0.0 PI19 ME-PI99 o
120 ME-DI45 o 020 MEB-DOZ0 o ANZD | MB-AISO 0.0 PIZ0 | ME-PILOO o
171 ME-DI46 o 021 ME-DOZ1 0 ANZ1 | ME-AISE 0.0 PIZ1 ME-PIE6 o
122 ME-DI47 o 2 02z ME-DOZZ o o[ _AN22 | WB-AIS? 0.0 ||| P22 ME-PI67 o 2
rTe PRI o o= e = T YT oo TS Gomc o

This operation can take a considerable time.

Configuring time

The time can be updated on the monitoring screen by clicking on the “Sync” button. The time is

synchronized with the PC time to which is connected.

SIM in use: {:

Signat -

Used Records: 1} Delete
Date/Time:  |26/05/2011-10:19:53 | [ svme

It is important to disable the Windows option “Automatic time
change according to daylight savings time”. In case of

being in a region with no daylight savings time change the
& time zone and in an area with daylight savings time change the
time zone to a region with it and disable it, then return to your
time zone.

2017-06-16
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f If you connect the GRD/cLAN to the Exemys Telemetry
Server you don't need to read this section

Intermediary Software - Middleware

Middleware (also called MW-XF or simply MW) is software that together with the GRD/cLAN constitutes
a complete tool for the collection of remote data. The MW is basically a server with multiple connections

that allows the collection of data from all existing /cLAN in the field and dumps the information in different
formats to be accessed in different ways.

The MW can be installed on any of these platforms: Windows 2003, XP, Vista (32 bits), 2008, 7, 8 and 10
(32 and 64 bits). 32 bits Java Runtime Environment 1.8 or higher must be installed (available for free in
www.java.com).

Installation

To install follow the next steps:

e Download the latest MW version from here www.exemys.com/mw and run the installation file

o Awelcome screen will appear, follow the instructions of the installation program which will request
the necessary information to complete the installation. Click on “Next” to continue.

e Destination folder: Select the folder where you want the application program to be installed.

e Wait for the installation program to finish copying all the necessary files on your hard disk, and press
“Finish” to complete the installation process.

Once the programiis installed you will see in the Programs menu a folder called Exemys. Inside this folder
you will find another one called MW-XF; this one contains the MW-XF Administrator icon.
If the 32 bit Java Runtime Enviroment 1.8 or higher is not installed you will have problems in the

installation. If this happens, uninstall the MW, install the Java Runtime Environment and install again
the MW.

In Windows you should have the option “Automatic change of
time according to daylight savings time” disabled, in case
& of being in a region without daylight savings time, change the

time zone to one zone that has it and disable it, then retake the
time zone.

In case of any other inconvenience during installation contact us at support@exemys.com

Operation

It is important to point out that the MW Works is a Windows service. This means that is a program that
works even if no user is logged in and it does not have a graphical interface. To configure you must use
the MW-XF Administrator program, installed together with the MW (or the MW-XF remote
Administrator to do it from another computer).

We now show an internal diagram of the MW-XF. We will be explaining its different parts as we advance
in this manual.
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Configuration

To configure the Middleware start the MW-XF Administrator program.
The following screen will be displayed.

The Administrator main screen is divided into three parts:

e The configuration menu
e The control buttons
e TCP/IP ports of servers that include the MW

In this section we will make a general comment about the use of TCP/P Ports. In the corresponding
chapter we will discuss it in detail.

o GRD Server (GRD/cLAN port): Server port to which GRD/cLAN will be connected.

e Transparent Serial Port (TR port): Server port to which the Serial Port Redirector will be
connected

e Modbus Server (MB Port):Server port/s to which the Modbus masters (SCADA) will be connected

There are three more ports that generally are not modified but they are worth mentioning here:

o MW Administration: Port used by the MW Administrator to connect with the MW service.

¢ Internal database: Port of internal use between the MW and the internal database that is used to
save the configuration.

e Remote configuration server, this port is used by the GRD Config to connect to the MW and
remotely configure the GRDs.

Starting the MW

To do this we only have to press the “Start” @ button located in the MW main screen.

Once this is done, the MW is ready to receive the GRD/cLAN connections, Redirectors of serial port and
Modbus Masters, and connect to the database (in case it is enabled and configured).
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The Start © and Stop Obuttons do not stop the MW service, they only act on the MW servers.

If when you press the start button it does not remain pressed as shown in the following figure, it may be
that some of the TCP/IP ports used by the MW might be busy by some other service of your computer.
Please contact support@exemys.com to get assistance on how to solve this problem.

7= MW-XF Administrator

Start  Configuration ___Mmlur_ Hely

GRDs Co
MW-XF ADMIN \

patabase
} @ Start

= U aerve

MW-XF Remote Administrator

If you need to configure the remote from a remote computer you can install the Remote administrator. You
can download if from here: www.exemys.com/mwadmin

After opening it you will be asked for the IP address/URL where the MW ir running. You must also enter
the MW's remote configuration user and password.

- w
ﬁ Remote ConnL&J LI_I—]':' e S
Server:  [127.0.0.1
Port: ahez
User: user
Pazsword: [esee
| fgunnect || ) Exit |

L

This user and password can be modified on the MW's adminitrador Start menu, Administrador
Authentication option

2017-06-15
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1) If you connect the GRD/cLAN to the Exemys Telemetry
f Server you don't need to read this section.

2) If you use the GRD/cLAN in Remote Serial Port mode you
don't need to read this section.

Database

The MW has the capability of connecting with a MySQL or SQL database. In doing so, it creates a
schema and a database with the designated name in its respective configuration that in turn is made up
of 3 tables where information is exchanged with the MW. Through these tables, you can get information
on the status of the device inputs and outputs, you can also read historical values and you can also
actuate on the outputs.

You have to bear in mind that there are 2 types of information that the device can send. On one side, the
reports containing real values of inputs and outputs that are updated according to the criterion configured
in the device, from which we can choose what we want to have updated and under which conditions, the
values are updated only when there is a connection with the MW. On the other side, we keep historicals,
consisting of records of events or by time (logs) that are stored in the device and sent to the MW. In case
of not having a connection the records remain in the equipment until the recovery of the connection.

When loading the parameters of the connection with the database and the MW is started, the schema
and tables are created automatically.

A detail of the tables with their different fields are detailed and in a separate appendix some queries are
shown regarding the access to them.

Reports table

The reports table stores the latest values sent by the device, as well as its status. When a new
GRD/cLAN is created, this is automatically added to the reports table and from then on the status is
available through this means, it only remains to make the appropriate queries to know the desired
parameters. There is an entry in the table for each GRD/cLAN and the table being updated with the
reports from that device. The date field in first instance takes the NULL value until the arrival of a
consistent report.

Table name: "reports”

Field Description Condition Possible values
grd_id GRD/cLAN ID number - 1 to 4000
state Shows the link state Connected 1
Disconnected 0
i1t0i200 |Status of digital inputs On 1
channels
Off 0
0110 0200 [Status of digital outputs On 1
channels
Off 0
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an1 to Value of analog inputs 0-1v with 3 decimals 0 to 1000
an200 channels
0-10v with 2 decimals 0 to 1000
0-1v with 4 decimals 0 to 10000
0-10v with 3 decimals 0 to 10000
4-20mA with 2 decimals 400 to 2000
4-20mA with 3 decimals 4000 to 20000
Signed Modbus -32768 to 32767
Unsigned Modbus 0 to 65535
Script Variable -2147483648 to
2147483647
PT100 (-200 °C a 850 °C) -2000 to 8500
p1to p200 [Values of the pulse inputs Physical inputs 0 to 1000000000
channles
Modbus or script variable -2147483648 to
2147483647
date Date of last report - Ex.: 2008-12-30 17:44:50

Historicals table

The Historicals table stores history reported by all the devices. There are different types of Historicals,
for example, by digital inputs, by digital outputs, by analog inputs and within these it could be by time or

by change.

For more detail on Historical types that can be reported, please refer to the device manual which shows
details of each one and how to configure them.
The table containing the information has the following format.

Name of the

Table: "historical”

Field Description Condition Possible values
historical id |Record ID number |- -
grd_id GRD/cLAN ID - 1 to 4000
number
register_type [Channel type Digital inputs channel (Ix) 8
Digital outputs channel (Ox) 9
Analog inputs channel (ANXx) 1"
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Pulse inputs channel (PIx)

12

timestamp Record date and time |- Ex.: 2008-12-30 17:44:50
insertion_time |Record database - Ex.: 2008-12-30 17:44:50
insertion time
address Channel address All channel type 11to 100
value Channel value Digital inputs channel (Ix) 0 or 1
Digital outputs channel (Ox) 0 or1
0-1V analog inputs channel with 3 decimals [0 to 1000
0-10V analog inputs channel with 2 decimals |0 to 1000
0-1V analog inputs channel with 4 decimals |0 to 10000
0-10V analog inputs channel with 3 decimals |0 to 10000
4-20mA analog inputs channel with 2 decimals 400 to 2000
4-20mA analog inputs channel with 3 decimals 4000 to 20000
Pulse inputs channel (PIx) 0 to 999999999
MODBUS signed ANX/PIx channel -32768 to 32767
MODBUS unsigned ANX/PIx channel 0 to 65535
MODBUS 32 bits Integer ANX/PIx channel  |-2147483648 to
2147483647
MODBUS 32 bits Float ANx/PIx channel -2147483648 to
2147483647
MODBUS 64 bits Integer ANX/PIx channel -2147483648 to
2147483647
MODBUS 64 bits Float ANx/PIx channel -2147483648 to
2147483647
Script variable ANX/PIx channel -2147483648 to
2147483647
PT100 (-200 °C a 850 °C) analog inputs -2000 to 8500
channel
historical_typefHistorical record type |Digital inputs channel NULL
Digital outputs channels NULL
"By Time" analog Current 1
inputs channel record |Period Minimum 5
Period Maximum 6
Period Average 7
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"By alarm" analog Minimum level 2
inputs channel record [Normal level 3

Maximum level 4
"By Time" pulse inputs channel record. 1
Current

Commands Table (For MW 4.4.2 or superior)

The commands table is used to remotely on the GRD/cLAN. By writing parameters on the database it is
possible to:

1) Turn ON/OFF digital output channels (Ox)

2) Turn ON/OFF digital input channels (Ix) (GRD-3G or cLAN V2.0 or superior only)

3) Set the value to analog inputs channels (ANx) (GRD-3G or cLAN V2.0 or superior only)

4) Set the value to pulse inputs channels (PIx) (GRD-3G or cLAN V2.0 or superior only)

5) Force the GRD/cLAN to send a report (Ix, Ox, ANx or PIx) (GRD-3G or cLAN V2.0 or superior only)

The channel value can be set remotely only on channels linked to sources that can be written (physical
outpus, script variables, Modbus holding registers, Modbus coil status, pulse channels linked to physical
inputs)

The MW is continuously checking if any command has been written, if this is the case, it removes it from
the database and takes action. If the entered data have errors, the parameters will be eliminated without
taking any action.

Name of the table: "commands"”

Field Description Valid values

command_id Command ID value (this  |Any unused integer value
value can be null)

function Command type to execute |0 - Modify channel value (lx,

Ox, ANXx or PIx)
1 - Force channel report

GRD/cLAN ID number
grd_id 110 4000

register_type Channel type 8 - Digital inputs channel (Ix)
9 - Digital outputs channel
(Ox)

11 - Analog inputs channel
(ANX)

12 - Pulse inputs channel
(PIx)

output_number Channel address to 1to0 100
modify/report (the name

output_numbr is used for
backwards compatibility)

Value to set (ignored in
state reports) Digitals: 0 or 1

Analogs/Pulses: Depending
on the source linked to this
channel.

52/108



cLAN User Manual V2.0+

Database

date ignored)

Current date (it can be

Ex: 2008-12-30 17:44:50

Commands Table (For MW 4.4.1 or previous)

The commands table is used to actuate on digital outputs of the GRD/cLAN. By writing parameters on
the database it is possible to enable or disable any of the equipment outputs.

The MW is continuously checking if any command has been written, if this is the case, it removes it from
the database and takes action. If the entered data have errors, the parameters will be eliminated without

taking any action.

Name of the table: "commands"”

Field Description  |Valid values
command _id |Command number
GRD/cLAN ID
grd_id number 1 to 4000
Output number that
output_numbenwants to be modified|! to 100
Status to be taken
state 0 (Off)
1(On)
Current date (it can
date be ignored) Ex: 2008-12-
30 17:44:50

Database configuration

To access the database screen the MW must be stopped by pressing the Stop button on the main

screen, we then go to Configuration

-> Database.

7= MW-XF Administrator

Start |§011ﬁgwstiu'| fonitor  Help

l# /]
| Advanced
L L

| cRDs

@ 3 Uszer - Transparent Serisd Port
G Slave - Modbus Serial hus £

| Databese s

T == rort

e

The Database screen displays the database where Historicals, reports are stored and it accepts possible

changes in the digital outputs.
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7= Database Configuration E| |E; rg|
rDatabaze Configuration =l

Enable databsse

PURL: | locahest
Port: [ e
U=er: root

Pazsweord: l—
Marme: IT

Language:
Type: iy S50 -

| HSave || ¥ Cancel |

From here we can modify the configuration of the base, the IP address, the port, name and type of
database (MySQL and SQL) containing the information and also configure the user and password so the
MW can have access to the database.

The (MySQL o SQL) database must be created and the user
A configured for the MW must have read and write privileges
enabled in the database.

Database monitoring

To determine the status of the database we can access the monitoring screen in Monitoring -> Database.

7 Database Monitor E”EIE

&
IPALIRL: localhost
Port: 3306
Databasze: groxf
Reports Table: Ready
Historical Takle: Ready
Commands Table: Ready

Database monitoring indicates the functioning of database tables and are presented in the following
screen.

.................

tonitor | Help
GRD= Connected
Databasze

The IP address, the port and the name of the database must coincide with the data entered in the original
configuration, then we find the three tables that make the database for the MW. If everything is working
correctly, the three tables should indicate “Ready”, if this is not the case verify the IP address, the
connection port, the user name and password; verify that the MySQL base is working and that the users
have read and write privileges to access the database.

2020-07-06
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f If you connect the GRD/cLAN to the Exemys Telemetry
Server you don't need to read this section

Internal Modbus slave of the MW

The MW has an internal Modbus slave that contains the values of inputs and outputs, the values read
from this slave are those corresponding to the GRD/cLAN reports and not to the Historicals, these are
not accessible via Modbus. In order to visualize the current GRD/cLAN values the desired reports in the
equipment must be enabled. Access to the internal slave is through queries to slave number 247.

Queries to external slaves are made the same way as to the internal slave. Its map contains the values of
8 analog inputs, 8 digital inputs, 8 digital outputs, 2 pulse inputs and the state of all GRD/cLAN from ID 1
to 4000, this means that if the GRD/cLAN has more inputs/outputs we won'’t be able to query them
through this method. It is also possible to act on the digital outputs modifying their state at any instance.
Queries can be made, for example, froma SCADA.

The TCP port to accept the incomming queries must be configure on the MW's main screen. You can
also chose here to use Modbus TCP, Modbus RTU over TCP or Modbus ASCI| over TCP.

y
5 MW-XF Administrator [H=N| =
Start Configuration Monitor Help
o G — “'
MW-XF ADMINISTRATOR -
© stop
-GRD Server————————| - Modbus Server——————— ]
‘ 502

- Transparent Serial Server —

IF/URL: m2m.exemys.com |Pc|rt: 8082

Internal map

The information of each GRD can be visualized in different forms according to the type of parameter you

want to see. Each GRD has a specific location in the Modbus map, this location is determined through
the ID number.

Input Register

In the input register we find the digital and analog inputs, as well as the value of digital outputs. Each
GRD has a total of 16 register that contain the following information.

Record number Information
Record 1to 8 Analog 1to 8
Record 9 Digital inputs
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Record 10 Digital outputs
Records 11 to 14 Pulse inputs 1 to 2
Record 15 Reserved

Record 16 State

The calculation to determine the address of a record for a particular device is the following:
Records X = 30000 + (GRD_ID — 1) * 16 + Record number (1 to 16)

As an example, let’'s suppose that we want to read the analog input 3 of the GRD with the ID = 87.
Analog input 3 corresponds to record 3, then.

Record 3 (GRD 87) = 30000 + (87 -1) *16 + 3
To be able to see the desired value we have to access record 31379.

Digital inputs and outputs are grouped in a single record that contain in its bits the corresponding values,
knowing that input 1 of the device corresponds to bit 0 of the record and input 16 corresponds to bit 15 of
the record we can determine each one. The outputs are located in the records the same way.

To know the state of the connection we can read record 16 in bit O, if this bit is 1 indicates that equipment
is connected, while 0 indicates that the equipment is disconnected.

Pulse inputs are located in records 11 to 14, each one of the inputs takes 2 records to be able to cover
the range 0 to 1000000000, the lower record represents the higher part of the number and the upper
record represents the lower part of the pulse count.

Holding Register

All Input registers values are copied to holding registers. Use the same calculation to get the right
address for every channel.

Input Status

In the input status we can read the state of digital inputs of all GRD/cLAN. Each devices occupies 16
positions and the calculation to read the value of one of the inputs is the following.

Input X = 10000 + (GRD_ID — 1) * 16 + Input number (1 to 16)

For example, if we want to know the value of input 8 of the GRD with and ID =6 the calculation is the
following.

Input 8 (GRD 6) = 10000 + (6 - 1) * 16 + 8

It is equivalent to address Modbus 10088.

Coil Status

In the coil status records we visualize the digital outputs of the equipment. To determine the address of
the outputs for each GRD/cLAN we calculate:

Output X = (GRD_ID — 1) * 16 + Output number (1 to 16)
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For example, if we want to access output 4 of the GRD with an ID = 45 the calculation is the following:
Output 4 (GRD 45) = (45-1) *16 + 4 =708
It is equivalent to address Modbus 708 of the coil status.

If we write on these records the state of the outputs are modified, this means that we can modify the state
of the outputs of a device from the Internal Modbus slave.

2017-11-23
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Connection between the cLAN and Middleware

Configuration of the GRD-MW connection

Communication with Middleware uses a T CP connection. To be able to establish the connection it is
necessary to:

Configure the cLAN network parameters

Configure correctly the connection from the cLAN to the MW

Configure the cLAN ID and password.

Have a MW server running (read the "Intermediary Software - Middleware" section)

Configuring the MW connection

All TCP connections need a Server which awaits a connection request in a pre-established port and a
client that, at the right time, will establish the connection to such server. cLAN equipment work as TCP
clients, so we must have a Server (MW) to wait for the connection request. We now explain how to
configure the cLAN to establish communication with the Middleware. We enter the MW menu and
configure the following parameters:

ID, GRD Password, IP/URL and Port will be provided by

f If connect the cLAN to Exemys Telemetry Server the GRD
Exemys.

“S GRD Config

File Software Configuration  Communication  Tools  Help

Connection between cLAN and Middleware

FEEL LT

Send Configuration H Get Configuration

MW connection configuration

Description

e’ Enabled
= GSM,/GPRS
B T GRD ID: o587
v MW GRD Password:
L
'@ Serial Port
T Y 1P/ URL: |m2m.exem\fs.cum ..... 4 ..... ’
I\ W  Modbus
A M Part: 40000 wghasans
s "

s Input / OQupuls
T —

2¢ Channels

Cancel

Enabling the connection with MW

When this option is enabled, we tell the cLAN to establish connection with the specified configuration. If
this option is disabled the cLAN will not establish connections.
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1P

The IP address or URL of the server where the MW running must be entered here. The cLAN can
resolve URLs using DNS.

Port

The server port must be entered in this field.

Configuring the ID and password

The cLAN must be connected to a MW, this is why it is absolutely necessary to place an ID number to
identify the cLAN at the moment of connection and with a password if necessary.

1D

If the cLAN must establish a connection with the Middleware (MW), it has to be identified in order for the
MW allows to remain connected. The ID is part of this identification. If the MW has not configured such
an ID as valid, it will close the connection with the cLAN, this is a number from 1 to 4000 and it must be
unique.

Password
The cLAN equipment has a password for authentication with the MW, therefore, at the moment of
connection the password is verified against the MW password, if there is a coincidence, the connection is

accepted. The password should have a maximum length of 8 characters.

This password will be prompted everytime you try to configure the cLAN locally (LAN/Ethernet)

ﬁ Remember this password to be able to configure the cLAN
locally

Advanced:
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Connection between cLAN and Middleware

S GRD Config

File Software Configuration  Communication  Tools  Help

N

FIZEN B

Xe

Monikar Send Configuration - Get Configuration
MW connection configuration
@ Description
ar [+] Enabled
= GSM,/GPRS
-
B GROPassword: | |
L
'@ Serial Port
- 1P/ URL: |m2m.exemys.com
[i] Mndbus
e e
% Inputs/Outputs
e o
.'JC Channels IInactivity: |11 min. ‘Watchdog Timer: |288|3| | miin, I
]
] SMS
[ Cancel ]

Inactivity time

This is the time the cLAN takes to decide that the connection with the MW has been closed.

Watchdog Timer

This parameter defines how long will wait the cLAN to reboot if it can't establish a connection to the MW.

Configuration of the connection in the MW

A

If connect the GRD to Exemys Telemetry Server you don't
need to read this section

The port in the MW must have the same configuration as the one in the cLAN, that is the TCP port
through which the “GRD server” connections are received. This port must be ready to receive
connections, which means that it should not be blocked by any type of firewall or router.

7= MW -XF Administrator

Start  Configuration  Monitor  Help

MW-XF ADMINISTRATOR @

Stop

| -GRD Server Hhodbus Server

l= port: 40000 -
J‘; E E part; 502

il
Transparent Serial Server — | Server bode: [ME TCP :
Murm, Parts: 1
’7@.%&: [ #1000 um. Ports; |

=

IPAJRL: localhost I Paort: 2082
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Adding a new cLAN to the MW

We first create a cLAN with the same ID as the one loaded previously in the equipment, this is done from
“Configuration -> GRDs” click on “New GRD”.

The password must be entered if there is one previously loaded in the equipment, otherwise, it should be
kept blank.

The “Telephone” and “Description” parameters are optional, these help the user with the identification of
the device using that ID.

As to the "Serial port mode” we select as an example “Not Configured”, this refers to the mode of
operation of the cLAN serial port, in this case it will not be used.

The 2 operational modes will be detailed later, as at the moment we just want to establish the connection
between the cLAN and the MW.

7= GRDs Configuration |z“E|gJ

l: ey GRD Delete GRD Users | Slavesl

mlls GRD to My (her Description Ude of Serial Part
B TRANSPARENT

GRO ok | 4
Pazsward: |¢c.c..
Confirmation: |

Phone numhber: |

Description: IS'rte 1

Made of Serial Port: | TRANSPARENT R4

With this, the cLAN is added so the connection can be
’ |established. We end the basic configuration in the MW.

Monitoring the cLAN-MW connection

Monitoring the connection in the GRD

To verify whether the entered configuration into the cLAN is the correct one we have the possibility of
monitoring the status of the connection.

To access the monitoring screen of the configurator click on the “Monitor” button. Then, the following
screen will be displayed:

9=
SIM State: | = |
=i GPRS State: | = |
_Delete
[ Dokte ) Link State:  |COMMECTED |
224 NEET
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Link State

The TCP connection state can also be monitored. The possible TCP connection states are:
e Disabled: The TCP connection has net been enabled. In this state the Link LED is off.

e Connecting: The cLAN is attempting to establish a connection to the indicated IP address and
port. If the cLAN is not able to establish the T CP connection, the length of time in this state might
be an indication of a failure. If it remains in this state for a few seconds (less than 10), it might be
trying a connection to a closed port. If it maintains the state during a minute or more it might be
attempting to connect to a port and/or IP behind a firewall and is being filtered.

e Connection Failed, Host Unreachable and Connection Refused: The 3 states imply that the
connection to the MW was not possible, but individually, they indicate the reason why they occurred.
In general, each one has a specific motive although it depends on the TCP connection on the server
side for the indication to be correct, even so, any of the these 3 errors indicate a problemin the TCP
connection.

o Connection Failed: This error appears when a connection to the configured IP is not
possible.

o Host Unreachable: This happens when a connection to the IP is possible the port is open,
through the router or firewall, but there is nothing connected to that port.

o Connection Refused: In this case the connection cannot be established because the
configured port is closed, this could happen because a router or firewall are blocking it.

e Connected: The TCP connection has been established, at this time the cLAN registers in the MW,
if the ID and password are valid, the connection is maintained.

o DNS Failure : The cLAN can't convert the URL into an IP address. Check if the IP address is OK
and if the DNS servers are valid.

e Error: The event occurs if the connection was not completed after a certain time and no other type
of failure was reported.

Monitoring the connection in the MW

cLAN and GRD devices connected to the MW can be monitored, this can be done by accessing “Monitor
-> GRDs Connected” , a list will be displayed showing all GRD/cLAN added to the MW ordered by ID,
and showing if it is connected and if it is so it will show its IP.

= GRDs Momnitor

RO Description State [ e address Statistics wanitar Contigur atian |
22 Tempersiue Bl open | PR Open Cpen
654 Slave g Connected 2004920126 | 1= Open | E0pen | - Dpen |

Statistics

Statistics are made based on the quantity of information received and transmitted. The information given
by these statistics differ according to how the cLAN/GRD type was defined.

To have access to statistics of each cLAN/GRD the button located in the statistics column must be
pressed.

When the cLAN/GRD shows the serial port mode as “NOT CONFIGURED”, we will not be able to
access the statistics.

Modbus statistics

The Modbus statistics screen is shown below:
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Boroese (X

b

et 1]
Recerved a
Timeout: i

Clear - | Exit

When the cLAN/GRD is connected the windows is displayed as enabled, on the contrary if the device is
disconnected the Windows is shown in grey as disabled.

The window shows the number of packets sent to the device and received from it, those queries sent that
are unanswered are part of the Timeout count.

The erase button resets the counters to zero.

Transparent mode statistics

The transparent mode statistics screen is shown below.

B GRD 22 (X]
Lg'— —l,r.__-‘

Uzer hartin
P Address: 192.168.0.207

Tx Data 0 Bytas
Rx Data 0 Byles

Clear Exit

When the cLAN/GRD is connected and a user is connected to the MW pointing to that device, the
screen will be shown as enabled.

In the statistics of the TR mode we can find the name of the user and the IP to which he is connecting,
as well as the number of bytes transmitted to the serial port of the device and bytes received fromit.
The erase button resets again the counters to zero.

2015-08-06
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é If you connect the GRD/cLAN to the Exemys Telemetry
Server you don't need to read this section

Remote serial port - Redirector / Transparent
serial port

We will see now how to configure the MW to operate with the serial port in a transparent mode.
e Let's assume the following example:

User:John
Password: exemys

You want to communicate to the flow meter connected to the GRD/cLAN with ID 268 located in a water
well.

GRD ID: 268
Password: well

MW data: (These parameters are configured in the MW connection)
TR port: 41000

We must have first the MW connected and the GRD/cLAN added as we saw in “Connection between
GRDs and Middleware”.

In the MW we enter into “Configuration -> GRDs” and here we edit the equipment configuration in
“Serial port mode” -> “TRANSPARENT”.

7= GRDs Configuration E| @|E|
! e G 2 users | B siaves
GRD id | Phone number | Description Mode of Serial Port |
22 |156586%894 | Temmperature L__J,, TRANSPAREMT
654 !1562‘353643 !S&ave & moDeUs
e S
GRD It | 268 = Configuration
Password |-.-.
Confirmation: |-o-o-
Fhone number: |’1 SHE4B95TS1
Description: ,[acueuum
Mode of Serial Port: [ TRANSPARENT -
- |
1
X | by Say= J

The Telephone and Description options are optional and not necessary. When we finish loading all
necessary data we press the “Save” button to add the GRD/cLAN to the list.
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7= GRDs Configuration £ ”E|§|
le sy GHD‘ Diedste GRD & Users [ & siaves
GRD I Phone number Description | Mode of Serial Por
22 1565855694 Temperature E TRAMSPAREMT
( 268 (1564895751 aqueduct e IRN-JSPARENr-)
654 (1562353448 Slave B MooeUs
RO, eenirnnrsrepvecrree - GRD Added Lo A
e [

Then a user must be added who will have access to these GRD/cLAN. To access the User and permits
screen for transparent mode go to “Configuration -> Users — Serial Transparent”.

7 MW-XF Administrator
Stert | Configrstion | Moitor  Help

-
e Advanced 5
| GRDs
©5 Leer - Transpareiseris Port
G Slave - Modbus Sarisl us |
|| Dstabase
- Teror

The Users and transparent permits screen allows us to add or delete users and assign permits to the

users for the GRD/cLAN you consider convenient. The GRD/cLAN that can be assigned are those with
transparent operating mode.

- BX

[¥] GRD 22 (Temperature)

User: FVIarth

Passward |on
Confirmation: | 1

Description: }Cmtml center

CalE ‘ . —

The configured user name and password are used for authentication of the port redirector. When a
redirector connects to the MW it must indicate the user name and password.

2017-06-16
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Serial Port Redirector

Remote serial port with Redirector (Virtual COM port)

Principles of Operation

This Redirector allows transparent communication with equipment located in remote places,

simulating a serial COM port.

Exemys recommends to use Serial/IlP COM port rediector from Tactical Software. To download

a 30 day free trial license or to buy a license please contact us at sales@exemys.com

Use the following items:

o GRD/cLAN: converts a RS-232/485/422 Communication to TCP/IP (over GPRS on the

GRD)

Middleware: provides connectivity with GRD equipment, allows the establishment of
access policies and provides tools for monitoring of equipment.

Serial Port Redirector: simulates a virtual serial port that we will be able to use to

communicate with the remote equipment as if we were connected locally. It also provides

the necessary interface to configure the connection with the MW, select the remote
equipment with which we want to communicate and also monitor the status of the
connection.

In this manner, a serial communication could be replaced by the following scheme:

O INTERNET Yo n GPRS (9]

SCADA SOFTWARE

SerlallP® COM Port Redirector
<
<

Exemys M \ﬂm(-wau.‘

Configuration

To open the Configuration Windows click with the right button on the icon and select
“Configure”. The first time you enter, the screen to be displayed will be the following:

é, Serial/IP Control Panel @M

Configuration of COME

IP Address: Fart Mumber.
[~ Connectto server | |

[ Accept Connections

Configuration YWizard... | Copy Settings To. |

User Credentials
[~ Use Credentials From: | J

Connection Protocal

" Telnet

(" Telnetwith CR-Padding
@ Raw TCP Connection

COM Port Options
[~ DSR Emulation |

[~ DCD Emulation |
Select Ports.. |

[~ CTS Emulation:
Part Manitar [~ DTRis modem escape
[~ Restore Failed Connections
o Licensing..

i |
Adhvanced

1

I Close Help.. About. I

LefLef L]

Select the virtual port

In the configuration screen, press the “Select Ports... ” button. A screen will be
displayed with a list of all virtual COMs from which you will be able to choose from.
The Redirector discards from this list the reserved ports. Select the desired virtual
port and press “OK”.
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Select Ports * @@

Flease selectwvirtual COM ports:

CICOMIB CICOoM29 CICOomM42 CICOk
CICOMI7 CICOM30 CICOM43 CICOk
CICOMIE CCOoMI CICOk44 CICOh
[CICON14 CICOk32 CICOM45 CICOh
[ICOM20 [CICOM33 [CICOmM4E [CICOk
[IComM21 [ICOM34 [CICam4? [ICOhk
[IComz2z [ICOM35 [ICOom4s [ICOl
[ICOM23 [ICOM36 [ICOm49 [ICOl
[ICOM24 [ICOM37 [JCOms0 [ICOh
[ICOMEE CICOM3E [ICOmMSE1 [CICOh
[ICOMEE [CICOK39 [Comsz [CICOh
Icom27 CICOoK4D [ICOMBE3 CICOk
[IcoM28 CComa [ICOME4 CICON

Or enter port range below:

COME

Example: COM4-5, 8, 10-20

oK | Cancel ‘ Help... |

Once the port to be used is selected, the configuration screen will let you configure
the rest of the configuration parameters.

Configuration of the connection with the MW

Server the IP address, port number, user and password will be

j If you connect the GRD/cLAN to the Exemys Telemetry
provided by Exemys

IP address

It is the IP address of the Server where the transparent MW is running. If a URL is
entered instead of an IP address the Redirector will attempt to resolve it.

An existing established connection will not be affected by the changes, they will be
applied the next time the virtual port is open.

é, Serial/IP Control Panel : @@
.

Configuration of COME

IF Address: Fart Mumber.
[ Connectlo server [1270.01 [47000
| Accept Connections ]
Configuration YWizard... | Copy Settings To. |
User Credentials
[v Use Credentials From: |Use Credentials Below ﬂ
Username |
Password |

Caonnection Protocol
(" Telnet

ALY o8 T

e
{ (® Raw TCP Cannection [

COM Port Options

[v DSR Emulation |Always High ﬂ
v DCD Ermulation Al High

Select Ports -0 | Wb sg ﬂ
[v CTS Emulation: |Always High ﬂ

Part onitar. [+ DTRis modem escape
= [v BEestore Failed Connections
I Licensing...

Advanced.
, wos | |

Port

It is the port of the remote server where the transparent MW is running the
Transparent Serial server service. The default port is 41000.
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7= MW-XF Administrator

Start  Configuration  Monitor  Help

MW-XF ADMINISTRATOR @

| @ start | © stop
GRD Server rModbus Server
l: 40002 =
{ & Rat £ port a0z

| Transparert Serial Server | | Server Mode
- Mum. Port: |
G port: [ #1000] Gl H

IP/JRL: localhost

|Fort: G052

If an established connection already exists it will not be affected by the changes,
these will apply the next time the virtual port is opened.

Username and password

To connect with the GRD/cLAN, you must have a user name and password so the
MW can allow to access them. The parameters must be the same ones that were
configured in the MW in “Transparent” mode.

In the "Username" box type the User followed by a comma an the device's ID
number.

/= User - Transparent Serial @I@E@u

r.-‘_!',. Serial/IP Control Panel I. - u1

‘ EL new user | B Delete User ‘ l= GRDs Configuration — Carfiguration of COMS
User Description (GRD 22 IP Address: Port Number.
t [v Connectto server |12? 001 |4mnm
[~ Accept Connections
Confiquration YWizard... | Copy Seftings To.. |
-~ User Credential I

= ] I [v Use Credentials From: IUSE Credentials Below LI
User: lMartin Usaername: |Mamn,22
Password: [sss Password: I""““
Cooumston: I rCDnnediDn Pratocal
Description Il.ham User

Testing the connection with the MW

Once the configuration is completed you can test it pressing the "Configuration

Wizard..." button and then the "Start" button. You should see something like this is
the configuration is OK.

s B
é Configuration Wizard - COM6 l JM
IP Address of Server: Port Number
[tz7 001 [ar000
Usemame: FPasgward

IMamn,EE I"‘"‘"

[ Testfor presence of a modem connectad to the server

Status:

M Trying 127.0.0.1

" Connected to Senver

i Riaw TCP Connection Detected
" Login successtul H

" Session Completed
If the IP address or port are invalid
you won't see this

Log
user:

password:

Recommendations:
Protocol: Rav TCP

If the Username, ID or password
N Pt Qa2 are invalid you won't see this
Security: Disabled

§ Start I @ Stap | % Use Settings | Qopy | Cancel

GRD/cLAN serial port configuration

To access the GRD/cLAN serial port remotely configure it in "Remote" mode
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[« GRD Config < = [ 5 [ |

File Software Configuration Communication Tools Help

Gom B-0 =@

Xe

Mornitor Send Configuration |l Get Confiuration

Serial Port Configuration
@ Description

Ir COM A Configuration
% VD ' Mode: 'Remote .\ ’
'G MW Baud Rate: 9600 -
= Data Bits: B =
5 Serial Port :
Parity: none  «
T 2 =
[4] Modbus Flow Control: [off -
L Ex
T Stop Bits: 1 =
s Inputs/Outputs N o
]
2¢  Channels End Character: |13 il [7] Enabled
B ——— :
=] sms Time Window: 100 ms Enabled
Cancel
- J

Activity and data monitor

With the right button click on the icon, select “Port Monitor ”.

With this screen you are able to follow in real time, the status of the connection of the
Redirector.

- ~
é Serial/TIP Port Monitor cORi= E‘M
File Edit Trace Options Help
Adtivity | Trace I
Part | TDRDTROR... [ Status [ 1P Address
COMB
I
L J

Read the Serial/lP user's manual for more details.
Multipl M n rial/IP licencin:

The Serial/IP redirector requieres a license to work. You can use it for free for 30
days to test it.

The one port license won't limit how many COM ports you can configure, but you will
be able only to open one COM port at a time.

If the software you are using doesn't allow you to create multiple COM ports, you can
configure Serial/IP to create a list of devices on a single COM port without having to
edit the cLAN/GRD ID number. Please read the section "Configuration Presets" in
the Serial/IP user's manual for more details. If you need help to configure this feature

contact us at support@exemys.com
2017-06-16
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f If you connect the GRD/cLAN to the Exemys Telemetry
Server you don't need to read this section

Remote Access to serial port in Modbus mode - MW
configuration

We will now see how to configure in the MW the GRDs that we use to multiplex Modbus. In this mode of
operation the MW will receive the “Modbus TCP” queries sent to the port/s of the “Modbus Server”
which will resend to the GRD with the slave being queried.

The TCP port to accept the incomming queries must be configure on the MW's main screen. You can
also chose here to use Modbus TCP, Modbus RTU over TCP or Modbus ASCII over TCP.

' Y
i MW-XF Administrator E=N| =
Start Configuration Monitor Help
o e — h
MW-XF ADMINISTRATOR -
© stop
-GRD Server - -| §~ Modbus Server- =
502
-Tranzparent Serial Server —
IP/URL: m2m.exemys.com |Pc|rt: 2082

Q Slave number 247 is reserved for use by the “MW internal
slave”.

We must first have the MW connected and the GRD added as indicated in “Connection between the
GRD and MW”.

e Let's look at the following example:

We have 2 Modbus (RT U) devices connected in port 485 of the GRD with GRD ID = 10 without a
password.

Device 1: ID Modbus 43 (query from port 502)
Device 2: ID Modbus 66 (query from port 503)

We also have 1 Modbus (ASCII) device in port 232 of the GRD with GRD ID = 13 without password.
Device 1: ID Modbus 87 (query from port 504)
MW data: (These parameters are configured in the MW connection).

MB Port: 502

Number of ports: 3

In the MW we enter in “Configuration -> GRDs” and we edit the “Serial port mode” placing it in
“Modbus”.

70/108



cLAN User Manual V2.0+

Modbus on remote Serial Ports, MW configuration

7= GRDs Configuration

L BX

1 2 users . E Siaves
GRL Id | Phone number Descriphion Wode of Serial Port

s 1565859594 Temperakure l._:]_ TRANSPARENT

268 ‘1564895"51 aqueduct @,_ TRANSPARENT

654 |1562353548 slave & mopeus
GRD I | 10 GRD 10
R | Configuration
Confirmstion: |
Phone numbes: fi6sBasass
Description: fé—éfé\:éé =
Mods of Serisl Fort |MODELS |~

X J by Saye ‘

When you press the save button it is stored in the list of valid GRDs. The mode must be MB for it to work
in this manner. T he following figure shows the addition of the other GRD and in the upper part the GRD

added previously.

7 GRDs Configuration

K L,E_J. Users ' |_-_-,, Slaves
GRD I Phone number | Description Made of Serial Port
654 155235]”-—"15.»\5 £ MoDeUs
268 1sesest CRDI0 ot . TRANSPARENT
zz 11565889894 Ternpariture El1r¢ 1
L 10 165645856 7 slaves £ MODaLS
GRD Id | 13 sha
Configuration
Password |
Confirmation: |
Phone Aumber f1 554853695
Description: h slave
Mode of Serial Port. MODBUS | w
x 11.| Saye

Once both GRDs are incorporated to the list we can assign them the corresponding slaves to each one
and also indicate what type of Modb us protocol will be used.

Slaves

To be able to add the slaves to each GRD we have to enter the Administration screen of GRDs MB and
slaves, we place the cursor on the GRD in the upper part and press the +Slaves button; a window will
open as the one shown in the figure below where you enter the number of the slave connected to the
GRD in its serial port and the port number of the MB server from where the query will be made to that

slave.

Enter a slave

Ender the slave to as=ociate

to the GRD

Slave: |

ot [s02

Ok

|| Cancel
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Modbus on remote Serial Ports, MW configuration

Once the corresponding slaves and its port are entered, the Modbus protocol to be used must be
selected, which could be RTU or ASCII.

7= Slave - Modbus Serial E|@|
+ Slave Ll Search I GRO= Contloguration

GRD id Description Timeold Protocol |
13 1 slave EO00 | MODBUSRTU

654 |Slave G000 MODEUS RTU

7 j——crew - Have - Fort—, |

GRD Id l 10 /;m 43 02 ‘L\"l
Timeout IEDEIZI |1':31\Hi‘iD 88 03 21

Protocol: [MODEUS RTU

-

I

| Protocol
| Configuration

| Slaves add
| toGRD10

As it can be seen in the previous figure the GRD 10 has 2 Modbus slaves. We also determine the
communications protocol, that in this case is RTU, the Timeout of the communication and then we press
the save button to store the changes. The purpose of Timeout is to prevent the system from waiting for a
response for an undetermined time, this time is expressed in milliseconds, therefore, when a query is
sent, this is the maximum waiting time for a response, once this time is up the systems discards all the
responses from that GRD until a new query occurs.

A

the queries.

Verify that the Modbus master timeout is greater than the
timeout configured for the GRD to avoid losing responses to

In the same manner, the slaves are added for the following GRD, but in contrast to the previous one, this
one has an ASCIlI communication protocol.
The communication protocol is determined by the devices connected to the GRD, this means that, the
required communication protocol will depend on the device to be connected.
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7= Slave - Modbus Serial

+ siave Stave | QU Sgarch ls. 2RD= Configuration

GRDIE | Dezcription Timeatt Profacal
[} | SN AL DS [
13 1 slave 5000 MODBUS RTU
654  Shave 5000 MODBUS RTU |
I —. e 1 Part -
orok: | 10 M(@_ 43 502
Timeeut Ea:lu 10 ] 503 o
Protocol [MODBUS RTL | w
= ]
Slaves add
Protocol to GRD 10
Configuration

In this manner, the two GRDs are configured from the MW side and working according to what was
established in the beginning.

Serial Port Configuration

To access the GRD's serial port remotely you must configure it in "Remote"” mode.

i ™
& GRD Config ET=8| E=R R

File Software Configuration Communication Tools Help

GoE B0 =

Monitor send Configuration - Get Configuration
Serial Port Configuration
E’ Description
v, COM A Configuration
GSM/GPRS
W VIV BaudRate: 9600
B = Data Bits:
Serial Port
LB Py
\ [ modbus Flow Control:
.
| - T Stop Bits:
= Inputs/ Owiputs
B
DC Channels End Character: |13 [7] Enabled
L
7] sms Time Window: ms Enabled
Cancel
W A
2017-11-23
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cLAN's Modbus Slave

& For cLAN V2 or higher

cLAN Modbus Slaves (Modbus Serial and Modbus TCP)

The cLAN has two Modbus slaves that can be used to read the value of the device's channels. One
slave can be configured in one serial port (Modbus RTU or Modbus ASCII). The other one in it's

Etherner port (Modbus TCP)

Serial Modbus slave configuration

To use the serial port Modbus slave configure one serial port in "Modbus Slave" mode

S GRD Config

File Software Configuration  Communication  Tools Help

BB EEX

FI=E=E W

Xe

@ Description
iy

'@ Serial Port
-1

\ [] Modbus

R
i Inputs/Outputs
]
2C Channels

SMS

Manitar

Send Configuration

COMMECTION CLOSED

- Get Configuration

Serial Port Configuration

COM A Configuration

Made: Modbus Slave

Baud Rate: 9600 v

Data Bits:

Parity:

Flow Contral: OFf “

Stop Bits:

End Character: [ Enabled

Cancel

Then, go to the “Modbus” tab and select “Modbus Slave”
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S GRD Config

FELEX

File Software Configuration  Communication  Tools  Help

FI=I =N N |

Monikar

CONMECTION CLOSED

Send Configuration - Get Configuration

Modbus configuration

@ Description
= G5M,/GPRS

"I_l,i'.‘l Slave

T =
‘@ Serial Port
T O TER
\ [ Modbus
Pl W TEEE—

t Inputs/Outputs

2C Channels

(7] SMS

Here you can configure the following paramaters

' ™
& GRD Config - V7.1 E=RIEE
File Software Configuration Communication Tools Help
| B E B-k = Ethernet Connection Opened (192.168.0.224)

Monitor send Configuration - Get Configuration
Modbus configuration
E’ Description ;
Glave configuration (Serial and TCP) \
GSMGPRS
Serial mode: RTU  «
'@ YW
= = Slave ID:
a Serial Port Exception response:
-_ TTER
[  modbus 32 bits mode: [INTEGER 32 BITS SIGNED =
.
- L NTTEE—
1 Inputs/Outputs \ _j
2¢  Channels
[ SMs
Cancel
L

Serial mode

It refers to the Modbus protocol to be used, being RTU or ASCII.
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Slave ID
The cLAN will answer when it receives a Modbus query to this Modbus slave 1D

Exceptions

If enabled the cLAN will answer with an exception to a query sent with an invalid command, address
range or value.

32 bits mode

AN an P channels are mapped in 32 bit registers. Here you can configure if the most significant word is
mapped in the first or the second register

Ethernet Modbus (Modbus TCP) slave configuration

The Modbus TCP is always enabled. The cLAN will answer the Modbus T CP queries on port 502. It
can support up to four simultaneous connections.

Go to the “Modbus” tab and select “Modbus Slave”

 GRD Config FE FEIX

File Software Configuration Communication  Tools  Help

‘D =R @ - ‘ CONNECTION CLOSED

Xe

Monitor Send Configuration - Get Configuration

Modbus configuration

@ Description
F iy

# GSM/GPRS —
— Master m . R e>= Slave
e

@ MY
=
'@ Serial Port

\ L __ e
[E€]  Modbus

W T
% Inputs/Outputs

20 Channels

7] SMS

[

Here you can configure the following paramaters:
Slave ID
The cLAN will answer when it receives a Modbus query to this Modbus slave 1D

Exceptions

If enabled the cLAN will answer with an exception to a query sent with an invalid command, address
range or value.
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32 bits mode

Pulse channels are mapped in 32 bit registers. Here you can configure if the most significant word is
mapped in the first or the second register

Channels mapping

This is how cLAN channels are mapped

Start Address End Address cLAN Format
Channel
Bit
10001 10100 11al100
Bit
00001 00100 0O1a 0100
AN1 a AN100 | 32 Bits integer
40001 40200
40201 40400 PI1 a PI100 32 Bits integer

Example. On a cLAN-3524-XF with the default configuration, the physical I/Os are mapped like this

2019-07-18

Start Address End Address cLAN
Channel
10001 10016 1al16
00001 00008 0O1a08
AN1 a AN8
40001 40016
40201 40216 Pl1 aPI8
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Script Programming
Description

The GRD/cLAN with script programming support allows you to run user written scripts on the device,
making it more powerful and flexible.

The GRD/cLAN will continue working normally while the script is running.

Script Features

» Math operations

* Logic operations

* Timing functions

* Physical and Modbus channels readings

* Digital outputs control

* SMS sending and receiving (GRD only)

» Serial port data parsing

* Sending and receiving data using external Satellite modem

Script

P

1/0 I/0
. 1

ial

|ﬁ seri
Port '

’

-i a |- - E;hn!;

SMS P - '

Cinish Witk o,w, ' 69°) Bee fija sl @
af g9
i

' awite ate 5,9 Karga ol awwco [
o e base
Data N
base
|Sate|lite

2017-06-14
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Satellite modem support

Introduction

If you connect an SBD Iridium modem (EDGE or ITAS) to the cLAN serial port, you can send historical
records to the Middleware using the Iridium satellite network.

The satellite modem can be used as a backup link the Ethernet port or as the main method to send data.

The satellite modem is controlled using the script programming feature. Please the read the
script programmer user's manual to know more about it.

The information sent will be finally received by the Middleware.

» 4-20 mA

«010% - :

» Digital Inputs IRIDIUM
. Modbus: - Gateway

| #—— Internet

Communication

The records sent using the satellite modem are forwarded by the Iridium gateway to an IP address and
port defined when hiring the SBD service.

The Middleware can received data from the Iridium gateway on the "GRD server" port (40000). It will use
the modem IMEI (Mobile System Equipment Identity) to link the received data to an ID.

Middleware version must be 4.4.0 or higher.

r*-'*r

Modem
Iridium EDGE

Iridium Gateway

|
|
|
I
| Internet/
| NIPRMNet
|

"2 iridiuny

L
pm————————

Iridium Direct IP

40000
Middleware

Satellite modem and service

The Iridium EDGE/ITAS modem uses the SBD service to send data. You must hire this service from an
authorized dealer.
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The EDGE modem has a unique ordering code (IR EDGE1601)

The recommend ITAS models are HIRD-SX-0129x-30 or HIRD-SX-0129x-01 in second place. Both
models can also be named ITAS 832SP

124mm ‘

80mm

When hiring the service you must ask to link it to the modem's IMEI and to send the data to the IP
address and port (40000) where you are running the Middleware. This method to send IP data is called
DirectIP by Iridium.

You can find the IMEI on a label on the modem's bottom

UM SATELLITE LLC
|III|IIII |Il| |I||I |I|||Il1||\|\| 1L

IIIIIIII ] IIIII I||||II (U

N: JO3TWL

I|II|I [0 R \IlIIIIIHll |||
IMEI: 30023406

Wiring the modem

The modem is connected to the cLAN using an RS232 cable.
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Male M12/8 on antenna module

@gz

@ ® @ EDGE/ITAS
@H®(D

“ﬁ?S?S@:‘E

OOf HIRD-5X-0128¢-01
only

Brown
GND GND:
8 Tamper detect
GRD-TX GRD-TX Creen
GRD-RX GRD-RX Vellow
8-32 Vdc 8-32 Vdc
5-Pink/6-Grey
Mating connector on Mating connector on
connecting point connecting point
M12/8P female M12/8P female
EDGE cable ITAS cable

It is recommended to share the same power supply between the cLAN and the modem.
Pin 6 needs only to be connected on ITAS HIRD-SX-0129x-01
Configuration

RD Confi

Use the "GRD Config" software to configure the serial port as shown on the following picture.

File Software Configuration Communication  Tools  Help

| D =l | E s - . CONNECTION CLOSED

Moritor Send Configuration | Get Configuration

Serial Port configuration
@ Description

= Mode: Satellite vy
sl R Baud Rate: 19200 |
= T
g mw Data Bits: =
5 Serial Port
Flow Cantrol: F "
\ —
|4  Modbus Stap Bits:
|
LN e—

% Inputs/Outputs

End Character: [[] Enabled
¢ Channels Tirne Windows: ms Enabled

SMS

Cancel

[

Middleware
The Middleware version must 4.4.0 or higher to receive satellite data on the "GRD server" port.

You only need to configure the modem's IMEI in the "Description" field as shown here:
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s B
= GRDs Configuration [ b E_JEM
New GRD Delete GRD @_ Users L\;, Slaves
GRD Wd Phone number ‘ Description | Mode of Serial Port

|| GRo 34
Password: sssse
Confirmation: ssses

—
'é\escriptiun. 300234061775670 )

Mode of Serial Port: |[NOT CONFIGURED -
s, R ~]

Creating historical records

Historical records to be sent by the satellite modem can be configured on every channel as usual.
To optimize when to create historical records you can also use the script programming feature.

2020-07-06
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& For cLAN V2.5+ and GRD Config V9.0+

SNMP agent with traps

How it works

The cLAN can work as a SNMP agent. This allows the user to get the valor of the digital an
analog channel from a SMNP manager.

It can send SNMP traps also. They can be triggered by a change on a digital input or if an
analog input goes over a high/low value.

For this type of solution the following procedure must be followed:

e Install the cLAN.
o Install the configuration software (“GRD Config”) V9.0+, this application will allow us to
configure all cLAN parameters locally or remotely.
e Configure the inputs/outputs in the cLAN according to their utilization:
o Physical inputs/outputs
o External Modbus inputs/outputs.
s Configure the cLAN serial port.
s Configure the “Embedded Modbus master" and the queries we want it to make.
o Enable traps in case your SNMP manager can handle them
e Configure the channels and enable the desired reports and historical records

SNMP agent configuration

1. Install GRDconfig 9.0 or higher
2. Open GRDconfig and establish a connection to the cLAN. You should see the SNMP tab.

| | Select the features for you device

+5NMP Extended (V2.5 or Higher)

CLAN-3524-XF
Serial Port: 2
O +5awt (V1.0 V1.5) SoRal Inpartssiie
() +5cipt Extended (¥2.0 o ¥2.9) Digital Outputs: 5
(@) +SHMP Extended (V2.50r H@ S
Pulse Inputs: &
++ Descripti| HModbus Master: fes
i Modbus Slave: Tes
& GSM/GPH
e SRR Satellite Modem: Yes
W mMw Script: Yes
= - | HMEA: Activated
3 ward <>
- e
4] Modbus
wom
. Inputs/0
N
Back 0K ancel
o¢ Channols c

i

3. Click the SNMP tab and configure.
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* [P Manager 1: 1st Manager to send SNMP traps
* [P Manager 2: 2nd Manager to send SNMP traps
* Read Community
* Write Community
* Trap Community.

Note: To enable this click Enable Traps first

%3 GRD Config - V9.0 - O *
File Software Configuistion Communicatstn Tool Help:
e E B = tsermnet Connection Opened (1%2.168.0.230)
Merit Serd Corfgraton = | Get Coriguranons
SNMP Configuration
o Description
& G5M/GERS
PHruge = 152.168.0.16
g W Phinao T 152.163.0.204
- e
5 Serial Port
— YRR ;i Roead Commurity: puiblie
L e e Communty: srmvate
= o —
S Inputs/Outputs Trap Community: | trap [5#] Enabied Traps
e —
26 Channels
SNVIR
(T =

4. Click the "Send Configuration" button to send the configuration to the cLAN.

3 GRD Config - V9.0 = O *
File Softwaie Configuistion Communicatssn Took Help
e E B = [themet Connection Opened (152168.0.250)

SNMP Configuration
~ E o] Erabled
',_: 5™ GRS
P Marager 1= 152. 168.0. 16
.G 2 - I MaAnage 12 150, 458.0. 04
5 Serial Port
— W o Fiead Commurity: publie

'infe Communty: arvate

S Inputs/Outputs Trap Community! trap [#7] Ensbied Traps

Traps configuration

Traps are configured on each channel. Remember to enable traps and configure the trap
community too.

Digital Input Channel Digital Output Channel
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Edit Digital Inputs Channels bt Edit Digital Outputs Channels bt
T T

Selected Channek ] Selected Channek ]

Sowrces ot wil W Somrce; () wil W
Feports Reports

By Change: [Jenatie By Change: Cenatie

By Time: [(enatie By Time: [Jenatie

Time:; 5 - Tie; i =

Mstorcal Hstorcal

By Change: [(Jetw [7]Trap e By Change: e [ tran see

o Carcel o Carced

Analog Input Channel

Edit Analog Inputs Channels bt
O
Selected Chansek 1
SOAIFTE Al Vil W
Reperts
By Change: Poiceniage
Percerisge: 5 =
By Time: [ Enabie
Fima: L
Historical
By Alarm: Cma [ rep e
Mazamum {ma) Lm0 on > Desabled
Mnamum (mA] .00 o -x  Dissbled
Hyteness (ma) .00
By Time:
[Clcur...
[ awer... =
T lagse: | 10 | mn
. e L 1
o Careel

MIB, Getting channel values and network configuration

To be able to get the channel values you must compile the cLAN MIB in you SNMP manager (
https://www.exemys.com/beta/MIBS/CLAN.MIB )

The cLAN will allow allow you to get the four different channels in independent tables (digital
inputs, digital outputs, analog inputs, pulse inputs)

The IP address, netmask, gateway and host name are also mapped.

B eeny
253 exemyzProducts
& 33 netBasedSupenision e ¥
53 dabin [ chignesy tetal [T crOEntry (L [T ChaMEntry (| [0 ChPiEntry (cLAN) [Umﬂﬁl‘o{:b\ﬂj
=53 cdan ” ” o1 e
223 clanMonitor Lo [l afa] [ L] o | o] o fa | ]| oA Ml
T @0 chitable dex | Ve Index [ Vsl bdex | Value bdex | Vishn Addman| 150 168 0.222
5 30 chtable 7 1 1 1 1 w1 123456789 | | etMaak | 255 255 2550
@ 5D chaNatle 2 0 2 [ 2 ] 2 [ gty | 192 168 0.200
-2 chPisble ] 0 3 [1] 3 ] 3 0 homname| cLAN- 3524
= 23 config 4 ] 4 [] 4 [] 4 o
£+ condiginic 5 [1] 5 1] 5 [ 5 o
09 ipaddress 8 ] 5 0 3 [ 6 [
B nethlask 7 0 7 0 7 0 7 []
=% gateway 8 0 8 0 ] ] § []
B% hostrame ry 7
0|0

The device will also answer with the values of the MIB-II objects sysDescr, sysOID and
sysUpTime.

2020-07-20

85/108



cLAN User Manual V2.0+ cLAN1205-XF

cLAN1205-XF

Hardware features

Ethernet port: RJ45 10/100 Mbit

Serial ports: 1 RS232 and 1 RS485

Power supply requirements: 10 to 30 Vdc

Dimensions: 100 x 22.5 x 112 mm (Height x Width x Length)
Operation Temperature: -15°C a +65°C

Data Acquisition

e Modbus inputs/outputs (embedded Modbus master)
o Embedded Modbus slave
e Other protocols using script programming

Operating modes:

Monitoring by WEB page / Database (Ethernet datalogger)
Monitoring from SCADA
Remote access to serial port
Telemetry Controller
o Local Modbus I/O control (using the script programming feature)
o Direct connection with SCADA using its Modbus RTU and Modbus TCP slaves

Server link :

e Ethernet (Local network or using the Internet)
o Satellital (with external satellite modem)

Wiring
Wiring — Power supply

+10/30 Vdc

Wiring — RS232 port — RS485 port

The RS232 port is of the 5-wire DTE type (TX, RX, RTS, CTS, GND) and has a terminal board for its
connections. GND can be connected to terminal 8.

The RS485 port is of the 2-wire type (TR+ and TR-) and has a terminal board for its connections.

86 /108



cLAN User Manual V2.0+ cLAN1205-XF

COM A - RS232
| |

9 10 1 12
@ TXxa @ RXa ) RTSa () CTsa

The RS485/RS422 is avaiable on 4 terminals (Tb+ y Tb-, Rb+ y Rb-).

To use it in RS485 mode put together Tb+ with Rb+ and Tb- with Rb- as shown in the following diagram

COM B - RS5485 / R5422

1 2 3 4
D To+ @D To- (@) Ro+ ) Ro-
|

TRb+ TRb-

2019-11-28
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cLAN1520-XF

Hardware features

Ethernet port: RJ45 10/100 Mbit

Serial ports: 2 (Both are RS232 and RS485)

Power supply requirements: 10 to 30 Vdc

Dimensions: 85 x 60 x 105 mm (Height x Width x Length)
Operation Temperature: -15°C a +65°C

Data Acquisition

e Modbus inputs/outputs (embedded Modbus master)
o Embedded Modbus slave
e Other protocols using script programming

Operating modes:

Monitoring by WEB page / Database (Ethernet datalogger)
Monitoring from SCADA
Remote access to serial port
Telemetry Controller
o Local Modbus I/O control (using the script programming feature)
o Direct connection with SCADA using its Modbus RTU and Modbus TCP slaves

Server link :

e Ethernet (Local network or using the Internet)
o Satellital (with external satellite modem)

Wiring
Wiring — Power supply

+10/30 Vdc

+ iy =

Ethernet Telemetry Controller

Wiring — RS232 port — RS485 port

The RS232 port is of the 5-wire DTE type (TX, RX, RTS, CTS, GND) and has a terminal board for its
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connections.

The RS485 port is of the 2-wire type (TR+ and TR-) and has a terminal board for its connections.

There's no need to configure whether you are going to use the port RS232 or RS485. Just connect the
wires to the corresponding terminals.

= QXeMYS | cLAN

[_]
COM A COM B ®

Ethernet Telemetry Controller

The

Rie
TRe+
TR

TRe+
TR

2019-11-28
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cLAN2205-XF

Hardware features

Ethernet port: RJ45 10/100 Mbit

Serial ports: 1 RS232 and 1 RS485

Digital Inputs/Outputs: 10 Configurable
o As inputs: voltage activated (They can count pulses of up to 45 Hz)
o As outputs: open collector type

Power supply requirements: 10 to 30 Vdc

Dimensions: 100 x 22.5 x 112 mm (Height x Width x Length)

Operation Temperature: -15°C a +65°C

Data Acquisition

Physical inputs/outputs

Modbus inputs/outputs (embedded Modbus master)
Embedded Modbus slave

Other protocols using script programming

Operating modes:

Monitoring by WEB page / Database (Ethernet datalogger)
Monitoring from SCADA
Remote access to serial port
Telemetry Controller
o Local I/O control (using the script programming feature)
o Direct connection with SCADA using its Modbus RTU and Modbus TCP slaves

Server link :

e Ethernet (Local network or using the Internet)
o Satellital (with external satellite modem)

Wiring
Wiring — Power supply

+10/30 Vdc

e 18
@)Vin  (/)GND

Wiring — RS232 port — RS485 port

The RS232 port is of the 5-wire DTE type (TX, RX, RTS, CTS, GND) and has a terminal board for its
connections. GND can be connected to terminal 8.
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The RS485 port is of the 2-wire type (TR+ and TR-) and has a terminal board for its connections.

COM A - RS232
| |

21 22 o9 24
@ TXa @) RXa () RTSa (/) CTSa

The RS485/RS422 is avaiable on 4 terminals (Tb+ y Tb-, Rb+ y Rb-).

To use it in RS485 mode put together Tb+ with Rb+ and Tb- with Rb- as shown in the following diagram

COM B - R5485 / R5422

i3] 14 15 16
@ To+ @ To- (@) Ro+ ) Ro-
|

TRb+ TRb-

Wiring — Inputs / Outputs
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9 10 1 12
@) 107 ()108 (109 (£)1010

5 6 7 8
/)GND (/)GND (#)105 (/)106

1 2 3 4
@101 ()102 F)103 (P) 104

DIGITAL INPUT / OUTPUT

COM A - RS232 W/FLOW CONTROL
T |

21 22 23 24
@) TXa @) RXa () RTsa (/) CTsa

17 18 Wenp 0
@Vin  GND ) 1oq AGND

13 14 15 16
@) Tb+ () Tb- (Z)Rb+ () Rb-
|

COM B - RS485 / RS422

2019-11-28
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cLAN3404-XF

Hardware features

Ethernet port: RJ45 10/100 Mbit

Serial ports: 1 RS232

Analog Inputs: 8 diferential and configurable as 0-1V / 0-10V / 4-20mA
Power supply requirements: 10 to 30 Vdc

Dimensions: 100 x 22.5 x 112 mm (Height x Width x Length)
Operation Temperature: -15°C a +65°C

Data Acquisition

Physical analog inputs

Modbus inputs/outputs (embedded Modbus master)
Embedded Modbus slave

Other protocols using script programming

Operating modes:

Monitoring by WEB page / Database (Ethernet datalogger)
Monitoring from SCADA
Remote access to serial port
Telemetry Controller
o Local I/O control (using the script programming feature)
o Direct connection with SCADA using its Modbus RTU and Modbus TCP slaves

Server link :

e Ethernet (Local network or using the Internet)
o Satellital (with external satellite modem)

Wiring
Wiring — Power supply

™

g

POWER SUPPLY
10-30 VDC x 200 mA

PGND = POWER SUPPLY GND

Wiring — RS232 port

The RS232 port is of the 3-wire DTE type (T X, RX, RGND) and has a terminal board for its
connections.
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cLAN3404-XF

Wiring — Analog Inputs
Voltage input wiring (0-10V):

Sensors with voltage output (0-10V) can be connected to the device as shown in the following image

0-10Vdc

Humidity
Temperature

g °
Level
Pressure

Flow

=
[ %]

GND

Voltage output 0-10Vdc

SENSORS

W (%] 1{O] lixg

With voltage output 0-10Vdc

FRONT VIEW

+—(C1acC4
+—\V1aVv4

“NMal4

Current input wiring (4-20mA):

In this case, sensors with current loop output (4-20mA) can be connected to the device as shown in the

following image.

The input impedance value of each track is 62Q.
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2020-07-20

<+—C1aC4

+«—V1aVv4

“—HMal4

4-20mA RMS2
Al2 Al2 AI3 A4
¥ v v v
Humidity GND e
® b ®
Temperature - e == ==
Level <® 6 @ ®
[+ ) - Es == ==
Current output 4-20mA @ ® ® e
Pressure
Flow o Power
SENSORS =
With current output 4-20mA FRONT VIEW

Pt
* Important

An external bridge
must be made
between Ix and Iv of
the same channel
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cLAN3524-XF

cLAN3524-XF

Hardware features

e Ethernet port: RJ45 10/100 Mbit

Serial ports: 2 (Both are RS232 and RS485)

Digital Inputs : 16 voltage activated (8 of them can count pulses of up to 1 Khz)
Analog Inputs: 8 configurable as 0-1V / 0-10V / 4-20mA

Digital Outputs: 8 open collector type

Power supply requirements: 10 to 30 Vdc

Dimensions: 85 x 60 x 105 mm (Height x Width x Length)

Operation Temperature: -15°C a +65°C

Data Acquisition

o Physical inputs/outputs

e Modbus inputs/outputs (embedded Modbus master)
o Embedded Modbus slave

o Other protocols using script programming

Operating modes:

e Monitoring by WEB page / Database (Ethernet datalogger)
o Monitoring from SCADA
e Remote access to serial port
e Telemetry Controller
o Local I/O control (using the script programming feature)
o Direct connection with SCADA using its Modbus RTU and Modbus T CP slaves

Server link :

e Ethernet (Local network or using the Internet)
o Satellital (with external satellite modem)

Wiring

Wiring — Power supply

+10/30 Vde

ol Ll

R =exemys | can |

12

Ethernet Telemetry Controller

Wiring — RS232 port — RS485 port

The RS232 port is of the 5-wire DTE type (TX, RX, RTS, CTS, GND) and has a terminal board for its
connections.

The RS485 port is of the 2-wire type (TR+ and TR-) and has a terminal board for its connections.

There's no need to configure whether you are going to use the port RS232 or RS485. Just connect the
wires to the corresponding terminals.
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cLAN3524-XF

== eXemys | cLaN
®

COM A

COM B

i
= = & o = =
E oo == =]

i

Ph
2 o

Ethernet Telemetry Controller

Wiring — Inputs / Outputs

We now indicate the terminal board for the connection of inputs and outputs of the cLAN.

Ethernet Telemetry Controller cLAN3524 - XF Ethernet Telemetry Controller cLAN3524 - XF
3 88382582 s Blzs xR s:E
2 %2 2 3% 233 3 £ 3882382382888 3||8 8 888 8 58888 8 58828 8¢823
W@E®@EE®E® 0000213 (14 15 (e (17) (1) |@6) (5) (34) 33) (2) (31) (20) (29) (28) 27) (26) (25 (24) 23) (22) (21) (20 (19)

In this model it is not necessary to open the
inputs.

2019-11-28

cLAN con switch between current and voltage
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Troubleshooting

e The MW connection cannot be established.
o The status shows “DISABLED” (the Green LED is off): there is no configured
connection or the cLAN is waiting for the next try.
o The status shows “Connecting...” (The Green LED blinks rapidly).
s [f the LED blinks rapidly during several seconds (a minute or more) verify:
s That the equipment to which you are trying to connect is not behind a firewall
which is filtering the connection. Please read the "Windows Firewall" section
= You might not have configured the MW's public IP address and/or forgot to open
the TCP port in you router. Please read the "Port forwarding" section
= If the LED blinks rapidly a few seconds (2 or 3) and then blinks slowly verify:
s That the IP address and port to which the cLAN is attempting to connect are the
correct ones.
s That there is no reason why the server is rejecting the connection request (ex.
That is requesting identification or authentication).

o A connection is established and then it closes
s Verify that there is no reason why the server is rejecting the connection request
(ex. That is requesting identification or authentication).

o The connection is established but the communication fails
s [f the Green LED remains constantly on and it does not blink, is indicating that there
is no data reception or transmission. If the Green LED blinks sporadically, it is
indicating that data are being sent and/or received. In any case verify:
s That the established T CP connection was made to the correct IP and port

For more information on troubleshooting problems please contact support@exemys.com
2015-08-06
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Windows Firewall configuration

The Windows "Firewall" feature is created to protect the computer from hacker atacks. The Middleware
receives incomming T CP/IP connection from the GRD/cLAN and the firewall can block them.

The easiest way to avoid firewall issues is to disable it. But this can be considered unsafe. So we
suggest adding the MW as an exception to allow in coming T CP connections from the GRD/cLAN the

MW to reach it.
Windows XP

e Go to Control Panel -> Windows Firewall -> Exceptions -> Add

™ Windows Firewall

pout thrcagh Wirdows Frewall To find the pod
T chscumartadion for the peogram of sarvice pou

Lize: these selhngs b0 open &
rumber and protocol. consul
el o uses

Hame: Il‘-"llddleware

Port rumber; | 40000

1P Lo

Dhange scope.. | Cancel

AddProgen. | AddPg Delste

| |

Ed.

Ports

]

p

¥ Ditplay & nofification whan \Windows Frewall blocks & program

ok Cﬂ!ﬂdl

Windows 7

Go to Control Panel

In the left pane, click Advanced settings

and then, in the right pane, click New Rule

In the search box, type firewall, and then click Windows Firewall.
In the Windows Firewall with Advanced Security dialog box, in the left pane, click Inbound Rules,

Create a new rule to allow inbound connections to TCP port 40000.

B Pew Ik Fade Wezard W‘
Protocs and Pors !
Sgpact the protesia s pertn 12 whch S i apches
Saapac

e T MEAEEWETY Dot thes e s o TCF o UDPT

& Protocol sncEi0 & TCFP
@ hcten uoe
& Profis

"
aiiaeg Dioes th ke aochy £ ol local ports o soaaic locsl poda T
Al local pots
@ Specilic local podts 0000
Eawcie: 8. £43, 50008010
P | v |
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Port Forwarding

When to consider doing it

The GRD/cLAN performs outgoing T CP connections (client) to reach the MW. You might need open a
TCP port on your router (port forwding) to allow the GRD/cLAN to reach the MW.

A) With GRD. The computer where you are running the MW doesn't have a public IP address, but it's
connected to the internet using a router .

E_.____ GRD
: . Router
P Public [P sdress: 5142117 15
— — Porm J00Y Middleware
r GPRS B Private 1P podeess. 12 1680.108
£ b Podt. 40000
X INTERNET y i
\"‘-.__‘__ ____-"', =
_— %
- B
=

B) With cLAN. If the device is using the Internet to reach then MW, and the computer where you are
running the MW doesn't have a public IP address, but it's connected to the internet using a router .

Router
Pubiic IP address: 5 142 11715
o o i Middleware
H""'"L_' : e i Privane IP Bodress: 192 168:0.109
o] ( INTERNET ) Por 40000
S - i 2%
— == P
;

Getting the public IP address

Most routers will show you their public IP address in theirs web site “status” page. If you can't find it
there you can go to any of these web sites using a browser on any computer connected to that network.
They will show you your network’s public IP address.

http://whatismyipaddress.com/

http://ipaddress.com/

http://www.ip-adress.conV

http://www.myipaddress.conv

http://www.whatsmyip.org/

Getting the MW's private IP address

This procedure may vary a little depending on your Windows version.
In Windows XP, follow these steps:

Open the Control Panel from the Start menu

Open the Network Connections icon

Open the icon representing your PC’s network connection
When you have more than one icon, just pick the main one
In the Status dialog box, click on the Support tab

The Connection Status area lists the IP address.
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- lLocal Area Connection Status

| General Support _

Connection status

::ﬂ Address Tupe: Aszzigned by DHCP
5 P Address: 192.168.0.105 ‘
Subnet M ask: 255 28R 2550 |
Diefault Gateway: 130.39.1931
windows did not detect problems with this
connection. If yau cannot connect, click
Fiepair.

Cloze

In Windows 7, follow these steps:

e Open the Network and Sharing Center window

e On the right side of the window, choose the link Local Area Connection. A dialog box appears, listing
some brief information about the network connection.

e Click the Details button

¢ You find the PC’s IP address listed as IPv4 IP Address in the Network Connection Details dialog
box

In any windows version you can type “ipconfig” on the command prompt and get your computer’s IP
address

e Open the command prompt. The command prompt is usually located within the Accessories folder
e At the "Command Prompt" screen type ipconfig then press Enter
e The IP address should appear along with other LAN details in the readout

H:~>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . -

IP Address. . . . - - -« -« = = - - % 192.168.010%8
Subnet Mask : 3

Default Gateway

é \We suggest using a fixed ip address (Not assigned by DHCP) because you will have to type this
IP address on the router configuration

Configuring Port forwardin

According to the router's manufacturer, port forwarding can also be called “virtual server”, "port openning"
or “NAT”.

We’'ll give you an example here, but if it's not a good guide to configure your router please check your
router’s manual.
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Gaining access to the router

To configure the router you will it's IP address, user name and password.
The router’s IP address is the default gateway IP address.

You can find it while determining the private IP address.

If you don’t have the user name and password of your router try the default ones that you'll find on the
router’s user manual.

Open a browser window and type your router’s IP address. You'll be prompted to enter the user name
and password

7

Liser name: Iﬂ admin ;I
Password; | [2enesl

W Remember my passwrd

Lo 4 I Cancel

Openning the port

Once you are logged into the router’s web server you can open the port used by the GRD to access the
MW. The default port is TCP 40000.

Site Map
Wizard Setup |
Wizard Setup Advanced Setup
AdiEneed S2un LConnecton Sewp Password Sysem Steuis
— Mediz Bandwidd Mgt LAN DHCP Tahie
Mireless LAN Any IP Tabla
[T — WAN Mireless LAN
== Diagnostc
Dynamic DNS Firmware
Logeut Time snd Dawe
Firawsll

Conrent Filzer

Remare Wanagement
uPnP
Lo

Madiz Bandwidth Mgnt

i

You'll have to configure to
open port TCP 40000 to the MW’s private IP address.

StartPortNo. | End Port Ho. IP Address
1 All ports Allpors 0.0.00
2 40000 | anoon | 192.168.0.108 |
L3 - [ |
4 | | |
& L L]

Configuring the GRD/cLAN

Once the MW is ready, configure the public IP address in the cLAN/GRD configuration
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“i GRD Config
Fio  Software Configuration  Commurication  Tooks Help

COMMECTION CLOSED

MW connection configuration
wr Description
7 ] Enabied

¥ G5M/GPRS

= RO D 1
& M GRDPassword:  passw
% serial Port
_-— LR 1P FumL: 5121718
!
1] m: Port: 0000
& Inputs/Outpuls

e —
20 Channels

-
[ svs

Dynamic public IP address and Dynamic DNS services (DDNS

The MW'’s IP public address should be a fixed IP address in order to allow the GRD/cLAN to maintain
the link with the MW.

If you don’t have a public fixed IP address you can still use the GRD/cLAN and the MW in your network,
but you must notice that the GRD/cLAN will loose the link to the MW as soon as the public IP changes.

You can configure the GRD to access a new IP address by SMS as described in the GRD’s user
manual in section “SMS alarms and configuration / SMS - Monitoring and Configuration”

To have a permanent solution to this issue you can use any Dynamic DNS provider (DDNS). Here’s a
list with some of them:

www.Dyndns.com
www.No-ip.com

www.zoneedit.com/dynamicDNS.html

Once you link your public IP address with a URL using one of these DDNS providers, the GRD/cLAN
will re establish the link to the MW in a few minutes every time the public IP address changes. You must
then configure the URL instead of the public IP address on the GRD/cLAN.

4 GRD Config
Fip Software Configuration  Comesurication  Tooks. Help

COMMEC TION CLOSED

Fr s [#] Enabled
4 GSM/GPRS
- GRD Iy 1

W ' GRD Password e
3 serial Port
- VWA P fuee: Yo oompanyodng. om
!
bl M:L Port: Ta0om
= Irgacals, Dealpedl s

T
2C  Channels

 —
[y svs
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Serial Command Console

The cLAN has a basic serial console that allows you to set the configuration to factory default values or
to change the password in case you've forgotten the original one.

To enter the command mode you must connect your computer to the cLAN using a RS232 cable using
serial terminal software (Like Hyperterminal) . We suggest you to use Exemys terminal software that you
can download from this link http://www.exemys.com/console

RS232 cable pin-out
On cLAN-1520-XF and cLAN-3524-XF

-  SZeXemys | cLAN |
O

I ]I T
= [[ L e Y an PWR
Female DBY S-S PR FEY Y-
ETH
Ethernet Telemetry Controller
12 3 4J56 7 8 9101112131415
X (3) RXa
RX (2) TXa
GND (5) - GND

On cLAN-1205-XF and cLAN-2205-XF

PC
[0
Female DB9
RXa
TXa
- GND

Entering command mode

Open the terminal software and select the correct COM port. Check the baud rate is configured at 9600
bps.
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Connection | Buttens Functions

USBE o B
| % Available device list —l@r'g B
Serial Port
Baudrate
Close
Refresh list
| Device: - Status: DISCONNECTED

Power the device, and press the CFG button until you see a welcome message. You must do it within the
first 7 seconds after powering the device on.

Welcome to the command console

>

Once you enter the command mode you can use these commands.

Commands

Command Description
FACTRESET Reset the device to factory defaults
PASSWORD :x00xx Change the password

NETWORK:DHCP/IP, NM, GW
Set network paramaters. There are two options

1) DHCP to enablea automatic IP address asigment

2) 1p, NM, GW where IP if the device IP address, NM is the netmask
and GW the gateway. Example:

NETWORK:192.168.0.15,255.255.255.0,192.168.0.1

LIST List some configuration parameters
END Close the console and reset the device
RS232 cable

The RS232 cable must be assembled like this.

cLAN terminal block DB9-H connector

TXa 2
TXa 3
DGND 5
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Changing the password (example)

To set to set the password to "exemys" you must this on the console.
PASSWORD:exemys

You will receive a message acknowledging the command

Then type END to finish.

2017-12-12
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